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 Leaks in Figures 

✓ In the first half of 2017, the InfoWatch Analytics Center registered 925 confidential 
data leak events, a 10% increase over the number of data leaks registered for the 
same period of 2016. 

✓ As a result of the leaks, 7.78 billion records (personal and payment data) were 
compromised: social insurance numbers, credit card information, other critically 
important information. This is a ca. 8 times increase over the first half of 2016. 

✓ External attacks caused 43% of data leaks. Internal violators participated in 57% of 
data leaks. 

✓ In the first half of 2017, 20 mega-leaks were identified. As a result of each of them, 
more than 10 million personal data leaked. The mega-leaks account for 98% of 
compromised records. 

✓ 53% of data leaks were caused by the rank and file workers, 2% account for top 
managers of organizations and other privileged employees. 
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 Annotation 

The InfoWatch analytics center presents a report on the study of confidential data leaks in 
the first half of 2017.  

The events of the past six months evidently demonstrate the importance of the data 
security problem. Let us recall just one incident — publication of CIA documents on 
WikiLeaks (Vault7). Without trying to make an ethical assessment of WikiLeaks employees, 
we remind that those documents became publicly available as a result of a leak from the 
central intelligence service or its related organization and contained source code elements 
of the WannaCry data encryption virus and its later modifications. According to different 
estimations, the damage caused by the virus was between 1 and 10 billion US dollars. 
Since the mass infection would not have been possible without the source code, we can 
say that the CIA data leak cost several billion dollars for the global community. 

Reports about major incidents related to compromising restricted information appear in 
mass media almost every day. During the first half of 2017, wide coverage was given to 
leaks at Acer, Amazon, Apple, Blizzard, Boeing, Facebook, HP, Huawei, Kmart, 
McDonald’s, Microsoft, Netflix, PayPal, Samsung, Seagate, Sony, Telegram, Twitter, Valve, 
Yahoo, PrivatBank, Ministries of External Affairs of Poland, Thailand, Czech Republic, as 
well as compromising the data of Edmodo, Google Play, HipChat, Instagram, Snapchat, 
WhatsApp users. 

Personal data security is becoming a really global issue. Several years ago, we could say 
that data protection is a specific and much focused topic, since it was mainly aimed at 
ensuring the security of data related to commercial or state secrets. These days, the issue 
of data leaks is considered at a completely different level, which is the direct result of the 
necessity to respect the interests of millions of people, who are personal data subjects. This 
data and other personal data is the most valuable asset which is of great interest for many 
parties.  

Evidently, the existing vision of data properties as an object of regulatory and legislative 
control is somewhat out of date. "Large-scale user data" — a new concept that appeared 
just recently — requires a serious rethinking of approaches to the regulation of relations 
being formed in the data security area. In fact, we mean new rules for collecting, 
processing, storing, extracting an "additional knowledge" from user-related data. But at the 
moment we do not see even a framework opinion of the participants of the process, what 
these rules should be. 

In our study of a global sample of data leaks, we make the following assumption: the 
number of leaks will grow, while the volume of compromised information will increase as the 
value of digital information rises.  

The growth dynamics may vary in different regions (depending on the digital ecosystem 
maturity, value, utility of digital data). In our opinion, the global trend of increasing number 
of leaks and volume of compromised data is not determined by specific features of different 
regions, but rather by new opportunities related to utilizing the digital information: 
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digitalization of services, e-commerce, e-money, exclusive right objects (intellectual 
property) in the digital form. Evidently, the more such opportunities (methods of data 
utilization) appear globally, the higher the interest of violators in digital data. 

Authors of this study are confident that its conclusions will be of interest to practicing 
specialists in the area of information and economic security, journalists, business owners, 
and top managers who deal with restricted data (commercial, banking, tax secrets) or other 
valuable information assets. 

 Methodology 

The study is based on our own database that has been maintained by the specialists of the 
InfoWatch analytics center since 2004. The database includes public reports1 on 
information leakages2 from commercial, non-commercial (government, municipal) 
organizations, government agencies that occurred as a result of intentional or careless 
activities3 of employees and other people4. The InfoWatch database of leaks includes 
thousands of recorded incidents.  

Each leakage is classified using a series of criteria, such as institution size5, industry, extent 
of inflicted damage6, leak type (depending on its intent), leak channel7, type of leaked data, 
and impact vector8. 

The incidents are also classified by characteristics of violators' activities. In addition to 
"simple" leaks, the study authors distinguish the following types of "qualified" leaks: 

— When an employee has legitimate access to data and uses the data for fraudulent 
purposes (payment data, insider information manipulations);  

— When an employee obtains access to data that is not necessary for the employee to 
perform one's duties (excessive access rights). 

                                            
1
 Information about data leaks published by official institutions, mass media, blog authors, internet forums, other open sources. 

2
 Information leakage (data leak) means losing control of information (data) as a result of an external impact (attack), as well as activities 

of a person who has legitimate access to information or a person who has obtained unauthorized access to such information. 
3
 Data leaks can be intentional (malicious) or unintentional (accidental) depending on the occurrence of guilt in the activities of a person 

that resulted in the data leak. The terms "intentional — malicious” and “unintentional — accidental” are equivalent in pairs and are used 
as synonyms in this study. 
4
 Authors classify leaks by people who are at fault in an incident (source of the incident). External violators are also included in this 

classification together with internal violators. 
5
 The InfoWatch analysts classify organizations by their size depending on known or assumed number of workstations (PC). Small-sized 

companies — up to 50 PCs, medium-sized companies — between 50 and 500 PCs, large-scale companies — over 500 PCs. 
6
 The information about damage and amounts of compromised data is taken directly from mass media publications. 

7
 A leakage channel is a scenario (activities of a corporate information system user with respect to an equipment or software services) 

resulting in loss of control of information, compromise of its confidentiality. Leakage channels are detected only for those leakages that 
are provoked by internal violator activities. 
8
 Impact vector — a characteristic of activities of people who provoke a leak. There is a distinction between activities of external violators 

directed "inside" a company that affect web resources, data infrastructure in order to compromise an information and the activities of 
internal violators who attack security systems from within (unauthorized access to resources, illegal handling of insider information, and 
so on). 
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Based on the authors' estimation, the report covers not more than 1% of the total assumed 
amount of leakages due to high degree of latency of the incidents related to data breach. 
However, criteria for the classification of leakages are selected so that the analyzed 
collections (groups of categories) have sufficient or excess elements — actual leakage 
incidents. Such approach to collection of material for the study makes it possible to 
consider the resulting sample a theoretical one, and to consider the report conclusions and 
trends identified on the basis of this sample to be representational for a general population. 

When creating diagrams for certain dimensions of the sample, we excluded the leaks that 
are classified as ambiguous using the main dimension criterion. E.g. the dimension of the 
impact vector that includes leaks resulting from external attacks and internal violator 
activities does not include the leakages for which the vector could not be identified. The 
same holds true for classifications by originator, intent, and other criteria.  

When creating the industry distribution diagram and diagrams of the Industry Distribution 
diagram section, authors specifically excluded the leaks with disproportionately large (over 
10 million records) amount of compromised personal data from the report. Leaks with minor 
(less than 100 records) amounts of leaked records are also excluded from the sample. This 
is done in order to eliminate distortions that are inevitable, when large leaks are included in 
the industry distribution diagram. Using the limited sampling for the diagrams is noted 
specifically. 

Confidential data breaches and other data security incidents (for example, DDoS attacks) 
that do not result in data leaks, as well as leaks with unidentified data source (when the 
organization that owns compromised data is unknown) are not included in the sample. 

Authors of this study did not intend to determine the exact number of leaks or evaluate their 
actual or assumed damage to organizations. The study's purpose is to identify the 
dynamics of processes that characterize the global, industry-specific, and regional 
landscape of the events related to information leaks.  
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 Results of the study 

During the first half of 2017, the InfoWatch analytics center recorded 925 confidential data 
leaks (see Figure 1). This is a 10% increase over the number of data leaks registered for 
the same period of 2016 (840 leaks). 

 

Figure 1. Number of registered data leaks, H1 2006 – H1 2017 

The total amount of compromised data reached 7.78 billion records (including social 
insurance numbers, credit card data, and other critically important information). During the 
same period of 2016, 1.06 billion records were compromised. 

The information leaks caused by internal violators in organizations reached 520 (58%). The 
information leaks caused by external attacks from outside the corporate perimeter reached 
384 (42% of the total amount) (see Figure 2). 

 

Figure 2. Distribution of leaks by impact vector9, H1 2017  

                                            
9
 Impact vector — a characteristic of activities of people who provoke a leakage. There is a distinction between activities of external 

violators directed "inside" a company that affect web resources, data infrastructure in order to compromise information and the activities 
of internal violators who attack security systems from within (unauthorized access to restricted resources, illegal handling of insider 
information, and so on). 
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As compared to the first half of 2016, the share of leaks resulting from external attacks 
increased by 12%. The statistics fully confirms our earlier forecast of long-term increase in 
the share of leaks resulting from activities of external violators. 

External attacks provoked exactly one half — 10 of 20 recorded mega-leaks10. Mega-leaks 
account for 7.68 billion of compromised records of personal and financial data (98% of the 
total amount). Forty-three information leaks with more than a million of compromised 
records were registered. 

However, reports on large-scale data breach (over a million of records) do not often make it 
possible to determine if the leak was intentional or accidental, resulted from an attack from 
outside the perimeter or from a violation of security policies by an authorized user. 

hackread.com: One of the online stores in the deep web offered a database of clients 
of Chinese internet providers (NetEase Inc., Tencent Holdings Ltd., and others). The 
total volume of the database is more than 1 billion records. 

The large amount of compromised data is neither an indication of an intent or impact vector. 
Compromising the large volume of data may not be related to an intentional theft and may 
result from vulnerability. But in most cases, researchers cannot find out if any third parties 
had access to the respective data. It means that reports on compromising a large volume of 
data sometimes do not make it clear if it was a leak in the sense in which this term is used 
in this report (see glossary). 

myajc.com: FBI is pursuing an investigation of an identified vulnerability in the voting 
system of a university in Kennesaw (Georgia, USA). Information about 7.5 million of 
voters may have been compromised. 

In other words, the growing amount of compromised data is not illustrative. The 
dependency between the growing number of intentional or external leaks and the growing 
number of compromised data can hardly be called unambiguous. Hence it appears that it 
would be quite misleading to point out, for example, external leaks as a decisive factor in 
the overall situation with respect to leaks.  

The situation with "internal" leaks that have been overshadowed for a long time by more 
resonant (with respect to the volume of compromised data) "external" leaks demonstrated 
in the first half of 2017 that it is too early to discard them. As a result of external attacks, 
5.23 billion records of personal and financial data were compromised (13.6 million records 
per leak on average); while internal violators provoked compromising of 2.32 billion data 
records (ca. 4.5 million records per leak).  

The results of the report demonstrate that the impact of vulnerabilities in corporate 
information systems and personnel errors that affect the overall volume of compromised 
data can be compared to the impact of external violator activities. This means that any 
attempt to build a data protection system with an emphasis on protection only from external 

                                            
10

 Mega-leaks are the information leaks resulting in more than 10 million of compromised personal data records. 

https://www.infowatch.ru/sites/default/files/report/analytics/russ/InfoWatch_Global_Report_2016_half_year.pdf?rel=1
https://www.hackread.com/hacker-selling-1-billion-chinese-internet-giants-data/
http://www.myajc.com/news/state--regional-govt--politics/many-million-voter-records-involved-georgia-data-breach/rU2bMMc3tzGkuPvmbjlkgJ/
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attacks or only from internal attacks without considering the complex nature of leaks, 
unfortunately, are doomed to failure. 

ibtimes.co.uk: Personal data of almost 180K users of a clandestine adult website The 
Candid Board became available online due to incorrect database configuration. The 
leaked data included e-mail addresses register in the .gov zone (wales.gsi.gov.uk, 
education.tas.gov.au, bom.gov.au, houstontx.gov), as well as about 70 e-mail 
addresses in the .mil zone which is related to military departments of the United 
States, United Kingdom, and Australia. 

 

Figure 3. Distribution of leaks by violator type, H1 2016 – H1 2017  

The danger of "internal" leaks is related to the fact that personnel errors, wrong database 
configurations, accidental publication of sensitive information on publicly available 
resources may result in compromising of any information being processed in an 
organization.  

In 53% of cases, the originators of corporate data leaks were current or former employees 
(unprivileged employees) — 50% and 3%, respectively. In less than 2% of cases, 
managers of organizations were at fault (top managers, heads of departments). The share 
of leaks occurred on the side of contractors whose personnel had legitimate access to 
protected information was less than 1% (Figure 3). 
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Taking into account the specifications, the external violator is definitely the main driver of 
the increase in the volume of compromised data. Violators of this type account for 44% of 
leaks (growth by 14% as compared to 2016)11. 

zdnet.com: As a result of illegal access to sources code, violators retrieved 
information about specific features of cookies in Yahoo products. After this, they got 
access to more than 32 million of the Yahoo service users during one year.  

 

Figure 4. Distribution of leaks by data type, H1 2016 – H1 2017  

The aggregate share of personal and payment data leaks12 reached 94% of the total 
number of leaks. Personal data accounted for 66% of leaks. As compared to the first half of 
2016, there was an insignificant (by 2%) increase in the share of data leaks related to state 
secrets, and an insignificant (-1%) decrease in the share of data leaks related to trade 
secrets (Figure 4). 

We should also note considerable increase of the billing information share in the total 
volume of compromised records (+20%) during the period of study.  

                                            
11

 The distribution of leaks by originator does not include the data breach incidents when the originator remains unidentified (such cases 

we classified as "not determined" earlier). Therefore, the shares of leaks initiated by an external attacker in the respective distribution 
(44%) and in the distribution by the vector of impact (Fig. 2 — 43%) are not the same. 
12

 When classifying the leaks, certain problems are related to distribution of reports on the leaks by an attribute of the leaked data type. 

Personal data (full name, social security number, Taxpayer Identification Number etc.) is not easy to differentiate from billing information. 
For this reason, the authors of the report categorize them as Personal Data and Billing Information. 
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http://www.zdnet.com/article/yahoo-says-32m-user-accounts-accessed-via-cookie-forging-attack/
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thesouthafrican.com: The data of 7 million clients of the Ster-Kinekor theatre chain in 
South Africa have been compromised. Vulnerability was identified in the information 
system of the company that made it possible for third parties to obtain access to 
personal data and financial information of clients who purchased tickets online.  

A specific feature of this type of leaks (financial data) is that in some cases more sensitive 
biometric data was compromised along with the billing information. For example, an Indian 
operator of the Aadhaar ID biometric identification system is suspected of disclosing the 
data of 135 million Indian citizens. As an indirect confirmation of biometric data breach they 
mention several hundreds of transactions that would not have been possible without the 
use of biometric data. 

livemint.com: Hundreds of transactions performed with the use of the same 
fingerprints were identified in the system for identifying the citizens and residents of 
India. Between 14 July 2016 and 19 February 2017, 397 biometric transactions were 
performed. 194 of them were performed through the Axis bank, 112 — through the 
eMudhra provider, and 91 — through the online payment service Suvidhaa 
Infoserve. According to a local official, this would not have been possible without 
illegal use and storage of biometric data from the UIDAI system. On February 15, the 
agency appealed to police accusing the above-mentioned companies of 
unauthorized access to the storage of biometric data. 

The value of personal (and biometric) data, billing information, and liquidity of the specified 
protection objects is growing year after year. Evidently, this point determines and will 
continue to determine the growing volume of compromised personal data. 

The activities of violators related to commercial use of others' personal data and billing 
information, in general, fall into two main scenarios: identity theft, when stolen personal 
data is used to raise credits, receive tax benefits and others, and customer base theft in 
order to use aggregated information about individuals for marketing, commercial, and other 
purposes. 

The development of big data analysis tools will most certainly result in a considerable 
growth of crimes that fall into the second scenario. Even now, without using any data 
processing tools, aggregated databases make it possible to work at more bigger scale 
combining legal and illegal methods of earning. 

shanghaidaily.com: Mr. Wang from Shanghai purchased a database that contained 
addresses, telephone numbers and names of schoolchildren and their parents in 
order to find new participants for a basketball team as a coach. He paid for the 
database 18 thousand yuan (2.6 thousand US dollars). Wang contacted the parents 
of 400 schoolchildren before he was detained by police. The people's court of the 
Putuo District sentenced Want to half of prison and a fine. The seller of the database 
was also identified and sentenced to 8 months in jail and a fine. 

However, we should not be under the illusion that the activities of frauds falling into the first 
scenario will decrease or come to nothing in the future. During the first half of 2017, the 
share of leaks with further use of compromised data for fraudulent purposes (banking fraud) 

https://www.thesouthafrican.com/ster-kinekor-data-leak-means-private-data-of-7-million-south-africans-is-at-risk/
https://www.infosecurity-magazine.com/news/aadhaar-id-card-scheme-135-million/
https://www.infosecurity-magazine.com/news/aadhaar-id-card-scheme-135-million/
http://www.livemint.com/
https://www.infowatch.ru/analytics/leaks_monitoring/17489
http://www.shanghaidaily.com/metro/society/Two-jailed-for-illegally-trading-student-information/shdaily.shtml
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remained almost the same as compared to the same period of 2016. The share of data 
leaks with unauthorized access to information by staff (abuse of access rights, internal 
spying) reduced to 8% (see Figure 5). 

 

Figure 5. Distribution of leaks by purpose, H1 2016 – H1 2017  

Meanwhile, the use of restricted information for personal purposes during the first half of 
2017 was very diverse in terms of purposes, methods, and motives. There were cases of 
direct blackmail, when violators claimed money for non-disclosure of information: 

occrp.org: Violators stole health records and photos of patients, including national 
and foreign celebrities, from a Lithuanian plastic surgery clinic and put it up for sale. 
Names, telephone numbers, dates of birth, as well as medical information and 
photos of 25 thousand patients of the Grožio Chirurgija plastic surgery clinic were put 
up for sale in deep web at a price between 50 and 2000 Euro for each record. In 
addition, users are offered to purchase the entire package of data for 344 thousand 
Euro (300 bitcoins). 

There were also direct sales of databases containing extremely sensitive information about 
internet service users, for example, as follows: 

securitylab.ru: At the end of May 2017, an unknown person put up for sale a so-
called "Moscow database of 100 thousand extremists". The database contains the 
information on users of the VKontakte social network that allegedly disseminated 
extremist videos and other illicit materials. The seller's price is 100 thousand Rubles: 
1 Ruble for 1 account. 
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https://www.occrp.org/en/daily/6387-lithuania-cybercriminals-blackmail-plastic-surgery-clinic-with-stolen-photos
http://www.securitylab.ru/news/486253.php


 

InfoWatch Analytics Center 
Global Data Leakage Report, H1 2017 

 

 

 

13 

We can also recall several examples, when personal data were used by politicians and 
officials for what was said to be public benefit. 

The Guardian: According to the newspaper website, former general secretary of the 
Australian Labor Party Jaimie Clements was fined four thousand dollars by a justice 
of peace for an attempt to transfer voter list information to third parties. The former 
Labor Party leader admitted that he intended to transfer some information about 
voters that might be used during the election to then-chairman of the National Union 
of Workers Derrick Belan, but failed to do this. 

However, these exceptions accentuate the overall picture — in most cases, stolen data is 
used for personal gain: 

databreaches.net: Eight people were sentenced to jail for fraud with the use of 
personal data in the state of Utah, USA. The statement of prosecution claims that 
violators opened credit accounts and made purchases at Salt Lake County stores 
using personal data and banking details of other people. 

84% of recorded leaks fall into the category of unqualified. They do not imply additional 
violations — no excess of access rights or use of data for fraudulent purposes13. 

Conclusion 

During the first half of 2017, eightfold growth of the compromised data value 
was recorded as compared to the same period of 2016. This growth is mainly 
due to higher activity of external violators — the share of leaks provoked by 
external impacts is growing. However, in the context of reducing share of leaks 
resulting from internal violator activities, higher intensity of such leaks should 
be noted (number of compromised records per one leak). In general, it means 
that the current picture is complex and multi-vector.  

  

                                            
13

 We should note that any data leak results in data compromising. However, for the purpose of methodological distinction between 

"classical" and "aggravated" leaks (fraud with the use of leaked data, illegal access or excess of access rights — these are the most 
significant threats at the moment), we have singled out this conditional category. 

https://www.theguardian.com/australia-news/2017/jul/03/former-nsw-labor-boss-jamie-clements-fined-4000-for-data-breach
https://www.databreaches.net/
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 Leakage channels  

In the first half of 2017, the share of leaks through the network channel and electronic mail 
increased. The share of data leaks resulting from theft/loss of equipment, as well as 
through removable media and paper documents, reduced (see Figure 6). 

 

 

Figure 6. Distribution of leaks by channel, H1 2016 – H1 2017  

Distribution of intentional and accidental leaks by channels differs from each other 
significantly (see Figure 7). With respect to intentional leaks, most of them take place 
through the network channel. As for the accidental leaks, the share of leaks through mobile 
devices, voice channels (telephony) is small in context of growing popularity of 
communication services that use these channels. 

7,8% 

0,5% 

6,2% 

50,0% 

15,8% 

18,0% 

1,8% 

H1 2016 
Equipment theft/loss

Mobile devices

Removable media

Network (web, cloud)

E-mail

Printed documents

IM (text, voice, video)

3,0% 

0,1% 

2,3% 

67,4% 

17,2% 

8,1% 

2,0% 

H1 2017 



 

InfoWatch Analytics Center 
Global Data Leakage Report, H1 2017 

 

 

 

15 

 

Figure 7. Distribution of leaks by channel, H1 2017 

Difference between distributions by channel is the result of different nature of intentional 
and accidental leakage types. More precisely, different impacts of major factors that form 
the overall situation related to leaks. 

Also, the above-mentioned factor of the growing share of external leaks plays the key role 
with respect to distribution of intentional leaks, since all external leaks are recorded in the 
network channel and classified as intentional by default. Simply put, the growth of the share 
of external leaks is accompanied by growing number of intentional network leaks. On the 
contrary, distribution of accidental leaks does not depend on the increasing share of 
external leaks.  

The second factor, which is usually taken into account when analyzing distribution of leaks 
by type, deals with specific behavior of a malicious violator (source of intentional leaks). It 
seems evident that the malicious violator tries to use channels of data transfer with the 
lowest level of control. At the moment, such channels may include mobile devices and the 
voice channel.  

Taking into account that we use only publicly available reports for our study sampling, i.e. 
incidents when leaks were not prevented and/or became public, we should be very 
skeptical about the distribution of intentional leaks to minimize the survivorship bias. 
Therefore, with respect to the distribution of intentional leaks, we tend to think that the small 
share of leaks through mobile devices, voice services (including telephony) does not mean 
that violators do not actually use the channels for their purposes. The opposite situation is 
more likely — a "qualified" malicious violator uses channels with insufficient control, evades 
security systems and remains unnoticed by security services. This is why the share of such 
channels in the distribution is low, and we pay much attention to such channels.  
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In addition, accidental leaks are practically unaffected by the "behavioral" factor, since the 
originator of an accidental leak, obviously, has no motive. Therefore, no correction is 
required for the distribution of accidental leaks through channels. 

However, the above arguments are interesting from the research point of view rather than 
from the practical standpoint. They are related to the existing opinion that intentional leaks 
are more destructive than unintentional leaks.  

Let us try to challenge the long-held stereotype and give some examples: 

newyork.cbslocal.com: Unknown people stole a bag from a car of an US secret 
service agent in Brooklyn. Among other things, there was a notebook with important 
information in the bag. The device contained the floor plan and Trump Tower 
evacuation protocol, as well as materials pertaining to the investigation of Hillary 
Clinton's violations during her use of email in the position of Secretary of State. 

Another example is an accidental leak through the "equipment loss/theft" channel. 

scmp.com: The Hong Kong election committee informed about the loss of two 
laptops that contained information about 3.7 million voters. The compromised data 
included ID card numbers, addresses, and mobile phone numbers. 

The examples evidently demonstrate that it is impossible to single out the most dangerous 
type of intentional and accidental leaks today — in both cases, the potential scope of 
damage could hardly be assessed.  

It is a bit easier now to define the most dangerous leak channel. If the network channel 
covers the bulk of leaks in the distribution by quantity, the distribution by the amount of a 
certain type of leaked information (the most liquid billing information14) brings to the 
foreground two channels — network and electronic mail. These channels account for the 
bulk (90%) of billing information leaks (see Figure 8). 

                                            
14

 The term "liquid data/information" is defined by authors as data that can bring financial benefit to a violator in the nearest future at 

minimal cost. Credit card data is generally considered the most liquid data. 

https://www.infowatch.ru/analytics/leaks_monitoring/17707
http://app.scmp.com/scmp/mobile/index.html#/article/2082566/desktop
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Figure 8. Billing information leaks, distribution by channel, H1 2017 

Leakage scenarios in the first half of 2017 were not very diverse. As far as internal violators 
are concerned, companies had to deal with standard violations — storage of confidential 
data in Box, OneDrive and other clouds, using free mail accounts (web mail), publication of 
restricted data on corporate resources. 

fontanka.ru: Personal data of 1627 people from the register of unfair builders and 
deceived shareholders of Saint Petersburg, including their passport data, addresses, 
and telephone numbers, became publicly available on gov.spb.ru. There are no 
restrictions of the website with respect to indexing this document by search engines, 
and the database itself is publicly available. Direct links to the registers of deceived 
shareholders can be found on official websites of local authorities across the country. 
It is likely that data on the majority of deceived shareholders in the country (more 
than 42 thousand people) have been compromised. 

External attackers who, as a rule, are not very well aware of an organization's data 
structure, location of the most valuable information, and what kind of data it could be, stole 
everything that seemed to have any value.  

infowatch.ru: Polish mass media reported an attempted breach of the Polish Ministry 
of Foreign Affairs in December 2016. Several employees of the institution received 
emails about an alleged NATO Secretary General announcement based on the 
results of a Russia-NATO Council meeting. A file with a Trojan horse program was 
attached to the emails in order to steal data. In January 2017, there were breaches 
of servers of the Ministry of Foreign Affairs of the Kingdom of Thailand, as well as 
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other government institutions, including the Ministry of Information and 
Communication Technology, the Revenue Department, Administrative Court, Royal 
Thai Navy and other departments of the Government of Thailand. On January 31, it 
became known that a dozen of accounts of Czech Ministry of Foreign Affairs 
employees were breached. 

Prior to the breach, phishing, social engineering, and other well-known methods were used. 

Conclusion 

The growth of the network channel share in the distribution of intentional and 
accidental leaks is largely the result of its dominant position as a means of 
communication. Let us just recall multiple transfers of analog communication 
methods to the internet (IP telephony). The importance of this channel is also 
growing for business thanks to using such technologies as data storage and 
processing in the cloud, SaaS services. 

Another thing is of greater interest. In the context of the growing share of 
networks in the distribution of intentional leaks by channels, shares of leaks 
through other channels are reducing. It is highly probable that there is a 
combination of two factors. The objective factor results in a traditionally low 
performance of the bulk of data security systems in "unconventional" 
channels (messengers, voice channel, and mobile devices). The subjective 
factor is the growing "qualification" of an attacker who is aware of control 
systems and their specific features and uses the least protected channels. As 
a result, leaks through these channels are virtually unidentified.  
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 Industry distribution diagram 

In the first half of 2017, the share of data leakages from government institutions increased 
by 4% and reached 24%. The share of leakages from commercial companies reduced to 
76% (see Figure 9). 

 

Figure 9. Distribution of leaks by organization type, H1 2016 – H1 2017  

Most often, leaks were recorded in medical institutions (17%). Educational institutions 
showed the least amount of leakages (6%). High-technology sector accounts for the 
majority of the volume of compromised records (internet services, large portals). 
Government agencies account for 16% of the total volume of compromised data; municipal 
institutions account for 3% (see Figure 10). 

 

Figure 10. Distribution of leakages and compromised personal data volume by industry,    
H1 2017 
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The diagrams above are only illustrative of the actual situation with respect to leaks and 
compromised data volume in various industries. It is much more interesting to identify the 
industries of the most interest to violators and to see the distribution of leakage risks 
depending on the sphere of activity. 

The violators' interest in an industry depends directly on the "liquidity" of data owned by the 
industry’s institutions15. In addition, the violators' interest also depends on their awareness 
of the security level in the industry, but the dependence is inverse here, not direct. Simply 
put, higher liquidity results in more intentional leaks. The stronger the security systems in 
an industry from the point of view of violators, the less leaks occur. Let us illustrate this 
conclusion using the following formula:  

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑛𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝑎𝑙 𝑑𝑎𝑡𝑎 𝑙𝑒𝑎𝑘𝑠 ←
𝐿𝑖𝑞𝑢𝑖𝑑𝑖𝑡𝑦 𝑟𝑒𝑠𝑢𝑙𝑡𝑠

𝑉𝑖𝑠𝑖𝑜𝑛 (𝑐𝑜𝑛𝑐𝑒𝑝𝑡𝑖𝑜𝑛) 𝑜𝑓 𝑖𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛 𝑠𝑒𝑐𝑢𝑟𝑖𝑡𝑦 𝑙𝑒𝑣𝑒𝑙
 

Hence it appears that the number of intentional data leaks (more precisely, the share of 
intentional leaks) in an industry is an actual result (indication) of the aforementioned 
industry-specific interest of the violators. Hence, the higher the share of intentional leaks is 
in an industry, the more attractive is the industry of violators, and the higher is the data leak 
risks in the segment.16 

Based on statistics for the first half of 2017, violators demonstrated the greatest interest in 
banks and high-technology companies. More than 50% of personal data leaks in these 
segments were intentional (see Figure 11). 

                                            
15

 The most attractive segments are those where converting a stolen information into cash is the easiest. 
16

 The diagram reflects the share of intentional leaks of the same information type — personal data. 
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Figure 11. The share of intentional personal data and billing information leaks in the total 
amount of personal data and billing information leaks by industry, H1 2017 

After identifying the most vulnerable industries, let us consider personal data leaks for all 
segments, so-called "industry distribution diagram". The bubble size reflects the total 
amount of compromised records; their vertical position indicates the amount of leaks in the 
respective industry17 (see Figure 12). 

                                            
17

 The share of leaks in industries includes personal data leaks, when the amount of compromised data was known exactly. However, 

the amount of compromised data for an industry is calculated without taking account of mega-leaks, when the amount of compromised 
data was more than 10 million records. 

69,2% 

48,9% 
41,7% 

71,9% 

25,0% 

37,3% 35,3% 35,0% 

58,3% 

0

0,2

0,4

0,6

0,8



 

InfoWatch Analytics Center 
Global Data Leakage Report, H1 2017 

 

 

 

22 

 

 

Figure 12. Industry distribution diagram of personal data leaks, mln, H1 2017 

High-technology segment (including internet services) accounts for the bulk of 
compromised data. With respect to the amount of data leaks, the "leaders" were 
government agencies, banks, HoReCa companies. 

bbc.com: Zomato, a global restaurant aggregator, reported about 17 million user 
records stolen by hackers. The aggregator is also popular outside India. Its 
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application is used in ca. 10 000 cities, including London and New York, in 24 
countries. Each month, the application has more than 120 million users. 

In the first half of 2017, the share of small- and medium-sized companies (up to 500 PCs) 
reached 39% of the total amount of all data leaks. At the same time, their share in the total 
amount of compromised data records accounted for 18% only (see Figure 13). 

 

Figure 13. Distribution of leaks by organization size, H1 2017  

Modern means of protection against leaks are still too expensive for medium-sized and 
small-sized companies. Therefore, the SMB segment is the favorite target for violators, 
which is confirmed by a large number of leaks in this type of companies. At the same time, 
small-sized and medium-sized business lags behind the global tendency of the growing 
volume of compromised data that are mainly subject to mega-leaks (over 10 million 
records) from Enterprise segment. As a result, the share of SMB companies in the 
distribution of data by volume has been reducing.  

Conclusion 

The most attractive for violators and, as a result, the most vulnerable 
industries are the high-technology segment and the banking sector. The 
greatest volume of compromised data (without taking account of mega-leaks) 
was in internet services, trade, banks. SMB sector is still more vulnerable to 
personal data leaks than Enterprise.   
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 Conclusion and findings 

Digital economy, total digitalization of communications, services, and the inevitable data 
security problem have outgrown industry boundaries long ago and have not been actively 
discussed at the highest levels. Data leaks that used to be considered an innocent theft 
(from the standpoint of modern reality) of commercial secrets have become a serious, 
multiple-aspect, state-level phenomenon.  

During the first half of 2017, an eightfold growth of the compromised data value was 
recorded as compared to the same period of 2016. And this indicator will grow further. 
Digitalization requires more and more processing of data which the companies and 
government agencies have to collect, analyze, and store. In this respect, the growth of the 
compromised data volume will always accompany the digitalization being the reverse side 
of it.  

And the growth of compromised data volume is a multiple-aspect phenomenon. That is not 
to say that it is solely or predominantly the result of an external or internal impact. On the 
contrary, the growing intensity (volume of compromised data per leak) of external and 
internal leaks is recorded. The aforementioned multiple-aspect character of the 
phenomenon challenges the idea that data security can be ensured only by means of 
protection against an external (antiviruses) or internal (DLP) impact. Based on the statistics, 
we need to emphasize again: only comprehensive protection at this stage may somewhat 
reduce the risks related to data leaks. Unfortunately, other methods are not efficient at all. 

Again, we have to say that data protection means a lag behind the means and methods that 
are used for attacks. More and more seldom, the attackers use knowingly controlled 
channels of data transfer: electronic mail, instant messaging services. The vanishing 
fraction of leaks through all channels other than the network channel gives serious grounds 
to conclude that leaks through those types of channels are simply not revealed. 

The high-technology sector and banks proved to be the most attractive for attackers and, 
consequently, the most vulnerable industries. The greatest volume of compromised data 
(without taking into account mega-leaks) was in online (hi-tech) services, trade companies, 
and government agencies.  

The problem of data leaks is becoming more and more transparent, and that is a good sign 
for higher awareness in the area of information security and cyber hygiene. Even in Russia, 
with its common disruption between the actual and regulatory situations in the area of data 
leaks, affected institutions are attempting to start calculating the damage resulting from data 
leaks. 

anti-malware.ru: As a result of a breach of a municipal administration company 
server, attackers stole ca. 30 gigabytes of data, including personal data of more than 
13 thousand of Magnitogorsk inhabitants. The estimated damage to the affected 
company totals 4 million rubles. 

Hopefully, in the nearest future, not only the leaks, data types, specific features of channels 
will be discussed, but also an assessment will be made in respect of protected objects 

https://www.anti-malware.ru/news/2017-02-03/22085
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compromised during incidents, as well as actual financial losses suffered by companies as 
a result of leaks of certain types of data. We think that such an assessment will contribute 
to the natural improvement of the digital literacy in the corporate world and raise the issue 
of data protection to a critically important level for the owners and managers of 
organizations. 
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Leakage monitoring on InfoWatch's website 

InfoWatch Analytics Center regularly posts data leakage reports on its website, as well as 
the most notorious incidents commented by InfoWatch experts. 

In addition, the website contains data leakage statistics for past years, available in the form 
of dynamic diagrams. 
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Glossary 
Information security incidents — in this report, this category includes the incidents when a restricted information becomes 
compromised as a result of data leaks and/or destructive activities of an institution's employees. 

Data leak means losing control of information (data) as a result of an external impact (attack), as well as activities of a person who has 
legitimate access to information or a person who has obtained unauthorized access to such information. 

Destructive activities of employees — personnel activities that result in compromising restricted information: using the restricted 
information for personal purposes, related to fraud; illegal access to information (excess of access rights). 

Confidential information — (here) information disclosed to a strictly limited circle of known persons as long as the information will not be 
disclosed to any third parties without the consent of the information owner. In this report, the confidential information category includes the 
information falling within the scope of personal data definition. 

Intentional/unintentional leaks — intentional leaks are the leaks when a user who handled an information was aware of possible 
negative consequences of such handling, illegal nature of such handling, was notified about the respective responsibility beforehand, and 
acted for selfish motives and personal advantage. As a result, conditions have been created for the loss of control over the information 
and/or compromising the confidentiality of such information. At the same time, it does not matter if the user activities resulted in an actual 
negative effect or if the respective company suffered any loss related to the user activities.  

Unintentional leaks of information include the leaks when a user was not aware of possible negative consequences of one's activities and 
did not act for personal advantage. At the same time, it does not matter if the user activities resulted in an actual negative effect or if the 
respective company suffered any loss related to the user activities. The terms "intentional — malicious and unintentional — accidental are 
equivalent in pairs and are used as synonyms in this study. 

Impact vector — a classification criterion with respect to activities of people who provoked a leakage. There is a distinction between 
activities of external violators (External attacks) directed to a company that affect web resources, data infrastructure in order to 
compromise an information and the activities of internal violators (Internal violator) who attack security systems from within (unauthorized 
access to restricted resources, illegal handling of an insider information, and so on). 

Data transfer channel — a scenario resulting in loss of control over information, compromising its confidentiality. At the moment, we 
distinguish 8 individual channels: 

✓ Equipment theft/loss (server, data storage system, laptop, PC) — data compromising during the equipment maintenance or 
loss. 

✓ Mobile devices — data leak resulting from an illegal use/theft of a mobile device (smartphones, tablets). The use of these 
devices is considered within the scope of the BYOD paradigm. 

✓ Removable media — loss/theft of removable media (CD, flash drives). 
✓ Network — data leak through a browser (transferring data to personal mail, entry forms in browsers), illegitimate use of internal 

network resources, FTP, cloud services, illegal publication of information on a web service. 
✓ Electronic mail — data leak through corporate electronic mail. 
✓ Paper documents — data leak resulting from wrong storage/disposal of paper documents, through printing devices (sending to 

print and theft/carrying out of confidential information). 
✓ IM — messengers, instant messaging services (data leaks by means of voice, text, video transfer when using instant 

messaging services). 
✓ Undefined — this category is used when a report about an incident in mass media does not make it possible to exactly 

determine the leakage channel. 

 


