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In figures 

✓ In 2017, the world saw a total of 187 registered confidential data leaks from Retail & 

Hotel, Restaurant and Catering (HoReCa) businesses, which is 57% more than in 2016.  

✓ The volume of compromised records in these sectors dropped by 20% YoY.  

✓ The share of accidental leaks almost doubled to reach 35%. 

✓ The number of records compromised unintentionally soared from 0.009% to 30%.  

✓ Internally-driven incidents accounted for 45% of data breaches worldwide (vs. 100% in 

Russia). 

✓ 93% of leaks happened via network and email.  
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Summary 

InfoWatch Analytics Center has released the first report on confidential data breaches in Retail & 

HoReCa companies. 

These sectors were selected for research due to their high social value and new consumer 

experience being shaped by new payment methods, artificial intelligence, Internet of Things 

(IoT), Big Data, and other technologies. Driven by digital transformation, Retail & HoReCa are 

undergoing significant changes when it comes to protecting their rapidly growing volumes of 

confidential information.  

The authors believe the research covers a maximum of 1% of all assumed leaks due to the 

extremely concealed nature of incidents involving data compromising. However, InfoWatch 

selected leak classification criteria in such a way so that each category contained sufficient or 

excessive number of items (actual data leaks). This approach to survey fielding allows having a 

theoretical sample, with the findings and trends identified in the sample being representative for 

the aggregate total. 

The purpose of the InfoWatch research is to provide the big picture of data breaches and 

identify key cybersecurity issues in Retail & HoReCa. Therefore, this report is a valuable source 

of basic information for business owners, executives, CISOs, cybersecurity system developers, 

journalists, and generally all those who take interest in data breaches in retail chains and 

HoReCa businesses. 
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Report findings 

In 2017, InfoWatch Analytics Center registered 187 confidential data leaks from Retail & 

HoReCa companies or 57.1% more than in 2016, with the number of data records leaked 

dropping by 20.4% to 48.5 million (Fig. 1).  

 

Fig. 1. Number of data breaches / compromised data records, 2016-2017 

Therefore, the spike of incidents in the sectors under review did not cause the increase in the 

volume of compromised data, meaning that both hackers and malicious insiders can only get 

hold of rather small volumes of the most easily accessible information and still have trouble 

getting into large data storages. The year 2017 saw only one registered mega leak that 

compromised over 10 million personal data records.  

HackRead: A hacker stole email addresses and hashed passwords of 17 million registered 

users of Zomato, a restaurant search and food delivery platform, to sell them on a popular 

Dark Web marketplace for some USD 1,000. Moreover, in 2015, Zomato was hacked by an 

Indian hacker who discovered a critical security flaw in Zomato’s data recall system.  

Russia slightly increased its share YoY up to 7.6% of all global data leaks from Retail & HoReCa, 

while respective U.S. businesses accounted for almost two-thirds of all such incidents (Fig. 2). 

https://www.hackread.com/zomato-hacked-17-million-accounts-sold-on-dark-web/
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Fig. 2. Leaks by country: Russia, the U.S., and others, 2016-2017 

In Russia, a large number of data breaches occur due to the negligent and careless treatment of 

customer personal data by company employees.  

Vostok Teleinform Information Agency: Thousands of coupons of Absolut retail chain were 

found in the pile of garbage in a forest of Ulan-Ude city (Republic of Buryatia, Russia), 

containing customer names, phone numbers, and addresses. 

Whereas 55% of all global incidents result from external attacks, 100% of data leaks in Russia are 

caused from the inside (Fig. 3). 

 

Fig. 3. Attack vector in Russia and worldwide, 2017  

http://vtinform.com/news/138/103792/


 

InfoWatch Analytics Center 
www.infowatch.com/analytics 

We believe that Russia’s federal-scale retailers, hotel complexes, and restaurant chains, which 

have mature IT infrastructures and large volumes of accumulated data, manage to protect their 

information assets against external forces rather effectively, while smaller local companies still 

do not seem to attract cyber criminals. That is why Russian Retail & HoReCa sectors need to 

focus on insider threats in the nearest future.  

The breakdown of data breaches by intent also differs dramatically. In Russia, some 60% of 

incidents are of unintentional nature, while express malice is behind two-thirds of all global data 

breaches (Fig. 4). The share of accidental leaks worldwide almost doubled YoY from 19% to 35%.  

 

Fig. 4. Causes of a data breach in Russia and worldwide, 2017 

The Register: As a result of a hacker attack on its information systems, British second-hand 

electronics dealership CeX lost personal information of its two million customers, including 

their names, addresses, email addresses, and phone numbers, with passwords also being 

stolen in some cases.  

It should be noted that despite the overall reduction in the number of leaked records over the 

reporting period, the volume of data compromised unintentionally was thousands of times 

higher than in 2016 (29.7% vs. 0.009%). It looks like Retail & HoReCa were unable to keep their 

ever-growing data storages properly protected against leaks caused by human errors.  

AJC.com: Home Depot, a U.S. home improvement supplies retailing company, accidentally 

posted a spreadsheet listing about 8,000 customers, along with their transaction details and 

a range of personal information, on its website.   

https://www.theregister.co.uk/2017/08/29/cex_servers_hacked/
https://www.ajc.com/business/info-home-depot-customers-exposed-but-financial-data/m4DJFYrbEF8vj2rypMmyhN/
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Russia saw almost twice as many internally caused intentional data breaches than the world  

(Fig. 5), which may indicate a poor technical and organizational control over confidential data 

transfer. Crooked managers and employees use the existing loopholes to capitalize on such 

information.  

 

Fig. 5. Causes of internal data breaches in Russia and worldwide, 2017  

 

ProUfu.ru: Following the results of an investigation, the Russian Federal Service for 

Supervision of Communications, Information Technology, and Mass Media (Roskomnadzor) 

found that the management of Forward, a company owning supermarket chains Polushka 

and Iomart (Ufa city), broke the personal data law when it handed over personal 

information of customers to third parties.  

Most of Russia’s breaches resulted in a personal data breach, while most worldwide incidents 

compromised payment details (Fig. 6). While more and more stores, hotels, and restaurants 

accept non-cash payments and thus must process and store large volumes of transaction data, 

information security systems can hardly keep up with the rapid development of new payment 

methods and data storages.   

  

https://proufu.ru/news/economika/vladelets_polushki_v_ufe_peredaval_personalnye_dannye_postoronnim_firmam/
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Fig. 6. Leaks by data type in Russia and worldwide, 2017 

CrebsOnSecurity: A batch of some five million credit and debit card details was put up for 

sale online, which was tied to a breach at Sonic Drive-In, a U.S. fast-food chain. Most of the 

cards ranged in price from $25 to $50.  

The researchers found that the percentage of payment data breaches in Retail & HoReCa was 

one of the highest compared to other sectors, even higher than in banking and finance (Fig. 7).  

Russian Athens: A hotel receptionist on Santorini island (Greece) used his position to steal 

the entire customer database containing personal information and credit card details and 

then made more than 40 purchases online either by himself or through third parties.  

https://krebsonsecurity.com/2017/09/breach-at-sonic-drive-in-may-have-impacted-millions-of-credit-debit-cards/
https://rua.gr/news/manlaw/20103-ukral-bazu-dannykh-klientov-i-ispolzoval-v-tselyakh-nazhivy.html
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Fig. 7. Payment data leaks by industry worldwide, 2017 

In Retail & HoReCa sectors, almost 70% of intruders chase payment details, and 30% go for 

personal data, while insiders account for almost equal shares of such leak types (Fig. 8).  

 

Fig. 8. Types of data targeted by insiders and external intruders worldwide, 2017 
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Reuters: McDonald’s Corp’s Canadian unit said personal information of about 95,000 

restaurant job applicants was compromised in a cyber attack on its careers website. The 

information included names, addresses, email addresses, phone numbers, and employment 

backgrounds of candidates who applied online for jobs at McDonald’s Canada restaurants 

between March 2014 and March 2017.  

Even though finance information, primarily bank card details, is the easiest thing to sell, personal 

data held by companies are usually less protected and therefore are easier for dishonest 

employees to access.  

The share of sophisticated leaks in Russia, i.e. breaches associated with fraud or abuse of 

information system access, was several times larger than globally (Fig. 9).  

 

Fig. 9. Types of incidents in Russia and worldwide, 2017 

Arigus: In Ulan-Ude city, an employee of a mobile phone store used personal data of 

customers, who bought phones on credit, to then get bank loans for himself.   

  

https://www.reuters.com/article/us-mcdonalds-cyber-attack/mcdonalds-canada-says-95000-affected-in-careers-website-hack-idUSKBN1722BP
https://arigus.tv/news/item/98747/?r1=ya
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When it comes to global leak breakdown by channel, almost 75% of all incidents happened 

through the network (browser or cloud), while 50% of Russian leaks occurred through paper 

documents (Fig. 10).  

 

Fig. 10. Data leak sources in Russia and worldwide, 2017  
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Conclusion and findings 

Today, Retail & HoReCa businesses store and process huge volumes of customer information 

(transaction data, loyalty program information, order lists, reservation details, and survey results) 

that are rather difficult to protect, especially because of being often kept in disparate storages.   

According to the Capgemini report, 40% of retail chains in the world suffered data breaches 

over the last three years. Investing in information security can help companies gain a 

competitive edge, improve customer loyalty, and drive business development. Moreover, when 

choosing a retailer, 77% of customers primarily look at the security of apps and self-service 

systems and guaranteed protection of personal and financial information, rather than prices, 

loyalty programs, and brand reputation. A company can drastically improve customer loyalty by 

successfully implementing a cybersecurity roadmap and ensuring data privacy, with some 40% 

of customers being ready to increase their spending by 20% or more for such added value.  

In the nearest future, we expect to see many more intentional incidents in the sectors under 

review, as they are accumulating large volumes of information that is easy to sell on the black 

market, with dishonest competitors becoming more and more interested in such data. Retail & 

HoReCa companies should prepare their cybersecurity systems for a surge of attacks targeting 

personal, financial, and trade secret information. Given a large share of internal incidents (over 

45%), these sectors need to focus on preventing leaks by employees.  

In addition to adopting DLP systems that block unauthorized data transfer via technical 

channels, such companies should leverage advanced User and Entity Behavior Analytics (UEBA) 

tools that detect user abnormal behavior and prevent cybersecurity risks related to resigning 

employees.  

 

  

https://www.capgemini.com/resources/cybersecurity-in-retail/
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Data breach monitoring on the InfoWatch website 

InfoWatch Analytics Center regularly posts data leakage reports on its website, as well as the 

most notorious incidents commented by InfoWatch experts. 

In addition, the website contains data leakage statistics for past years, available in the form of 

dynamic diagrams. 

 

 

Follow the leakage news, new reports, analytical and popular articles via our channels: 

• Email 

• Facebook 

• Twitter 

 

  

 

  

https://infowatch.com/analytics/
https://infowatch.com/subscrybe
https://www.facebook.com/InfoWatchMiddleEast/
https://www.facebook.com/InfoWatchMiddleEast/
https://twitter.com/infowatch_me
https://twitter.com/infowatch_me
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Glossary 
Information security incidents in this research mean cases of compromising confidential information as a result of data leaks 

and/or destructive actions by employees. 

Data leak means losing control over information due to external intrusion (attack), access abuse, or unauthorized access. 

Destructive actions by employees mean personnel actions that resulted in the compromising of confidential information, 

including the use of confidential information for personal needs associated with fraud; illegal access to information (abuse of access 

rights). 

Confidential information in this context means information which can be accessed by a limited number of expressly identified 

persons subject to its non-disclosure to third parties without the consent of an information owner. In this report, the term 

“confidential information” also includes personal data. 

Intentional/Accidental Leaks. Intentional leaks mean an information leakage when a user, who works with information, could 

foresee negative implications of his or her actions, knew about their illegal nature, was warned about liability, and acted for 

personal gain or benefit. This results in a risk of losing control over information and/or committing a confidentiality breach. In this 

case, it does not matter whether such user's actions actually led to negative consequences or corporate losses.  

Accidental leaks mean information leakages when a user neither foresees negative implications of his/her actions, nor acts for 

personal benefit. In this case, it does not matter whether such user's actions actually led to negative consequences or corporate 

losses. The terms “intentional/malicious” and “unintentional/accidental” are equal and used as synonyms herein. 

Attack vector means a classification criterion of intruder's actions behind data leakage, including intruders who attack company’s 

web assets and IT infrastructure from the outside to compromise data, and insiders who obtain unauthorized access to classified 

resources and misuse confidential information, etc. 

Data channel means a scenario which results in the loss of control over information and a breach of its confidentiality. Currently, 

we identify eight separate leak channels: 

✓ Theft/loss of equipment (server, data storage, laptop, desktop), with information being compromised during maintenance 

or due to the loss of such equipment 

✓ Mobile devices where data leakage occurs because of unauthorized use or theft of a mobile device (smartphone, tablet) 

when used as part of BYOD paradigm 

✓ Removable media loss/theft (CDs, flash drives) 

✓ A network where data is leaked via a browser (sending data to personal email, filling in browser forms); unauthorized use 

of intranet resources, FTPs, and cloud services; and unauthorized information posting on a website 

✓ Email, with data being leaked via corporate email 

✓ Paper documents which can cause a data leakage if stored or utilized improperly (with confidential information printed, 

stolen, or taken out) 

✓ Instant messengers (data leakage via voice, chat, and video communications) 

✓ ‘Non-defined’ is a category used when incident details appearing in mass media do not allow for the leak channel 

identification. 


