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What is the difference between mass and targeted attacks? 
Targeted attacks against businesses and governmental organizations have been regularly discussed by IT 
community since 2006. When several notorious attacks compromised information systems of enterprises 
and governments, cyber security professionals introduced a special term for targeted attacks: APT 
(Advanced Persistent Threat). 

Mass attacks ("commodity" threats) differ from targeted ones. Mass attacks cover a dramatically wide range 
of users and hit those who are less protected, with a number of victims being great anyway because of many 
targets under attack. If attackers are planning to bypass the security system, they usually opt to the most 
typical solutions which are enough to succeed. In other words, it is 'a mile wide and an inch deep' approach. 
In this case, to be sufficient, your security system should be just a bit better than that of others. 

 

Even the simplest lock will 
prevent robbery if all other 
doors in the street are open. 

Another principle is behind 
targeted attacks, where an 
attacker wants to break into a 
particular information system 
of a company or governmental 
organization.  

The purpose here is cyber 
espionage or any benefit from 
compromising information 
systems or data.  

 

However, the target is always protected by various security systems and, in order to succeed, an attacker 
has to bypass or disable them. In other words, the approach here is opposite to that of mass attacks: 'an 
inch wide and a mile deep'. 

Targeted attacks are usually well-planned; multi-stage, from penetration into an information system to 
concealment of intrusion traces; and stretched in time, with months or even years between the attack start 
and end. Sometimes, intruders try to settle in the attacked systems and remain undetected as long as 
possible in order to continuously steal confidential information, etc. 

Cyber criminals often start targeted attacks by attacking one or several users and employ various data 
acquisition and information system penetration techniques such as social engineering, exploiting known and 
zero-day vulnerabilities, malware, and tools to hide the injection. Such attacks can be assisted by insiders 
who help intruders while working at the organization under attack. 
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Targeted attack cases 
Nobody knows how many attacks are launched at any given moment. Although corporate espionage is as old 
as civilization, information security specialists say that a new cybercriminal era has already come—the point 
evidenced by the nature of recent attacks detected. 

Stuxnet 

Detected on June 17, 2010, Stuxnet worm infected Microsoft Windows computers and hit both common 
users and industrial systems that managed production processes. For penetration, the virus exploited few 
known and zero-day Windows OS vulnerabilities, managed to remain undetected by antivirus labs for several 
years, and became known to global community mostly by chance. 

Duqu 

Described in September 2011, another malware called Duqu exploited zero-day Windows OS vulnerability 
and could be of the same origin as Stuxnet. Antivirus experts exactly determined that targets of the attack 
were chosen beforehand but the malware lifetime is still unknown. 

Some of its modules already existed in May 2011. All that time attackers were collecting data from the 
infected information systems, with at least six companies from eight countries being attacked, according to 
evidence found by Symantec. 

Operation Aurora 

On January 12, 2010, Google posted a message in its blog that its information system was compromised. The 
attack started in mid-December 2009 and ended on January 4, 2010. As a result, cybercriminals accessed the 
information networks of several well-known US companies such as Google, Adobe, and Symantec, and 20 to 
35 companies could be victims, according to different information sources. The attackers might act from 
China and exploit a zero-day Internet Explorer vulnerability to penetrate into information systems. 

Attack against Nortel 

In February 2012, The Wall Street Journal disclosed that, according to a Nortel's former employee, hackers 
had been stealing information from Nortel for some 10 years and regularly accessing Nortel's information 
systems since 2000. In 2004, the company had noticed the intrusion and taken measures to resolve the 
incident. However, hackers' traces had been found in the corporate networks even later till 2009. The 
attackers might have stolen confidential data, including technical documents, R&D reports, marketing plans, 
and staff correspondence. 

Attack against RSA 

In March 2011, RSA (later — RSA The Security Division of EMC) announced that it had suffered from a 
targeted attack and that the information stolen from its internal network could be used to hack the systems 
protected by SecurID, a RSA technology of two-factor authentication between a user and a network device. 
In June 2011, RSA had to acknowledge that at least one of its customers - Lockheed Martin, the largest 
enterprise in US defense industry - was attacked due to SecurID technology compromise. RSA was attacked 
by a trojan that exploited Adobe Flash vulnerability and was contained in phishing emails sent to RSA 
employees. 
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Lurid 

Lurid is a series of targeted attacks disclosed in September 2011 by Trend Micro. Approximately 1,500 
computers owned by diplomatic missions, ministries, government space agencies, research institutes, and 
other organizations in 61 countries were compromised. The attackers used malware to acquire information 
from victims' computers. 

According to Trend Micro's study, the attack was designed to steal specific documents. 
 

 

Why is it difficult to find a solution? 
The majority of the already traditional information security techniques used to protect against mass attacks 
("commodity" threats) turn out to be almost useless when it comes to combating targeted attacks. For 
example, nearly all targeted attacks recently disclosed to public (such as Stuxnet, Duqu, etc.) employed 
malware that continued to be unknown to antivirus professionals for several years — the fact being 
definitely one of key success drivers for such attacks. 

Some measures can hinder attacker's success, including: 

• Security policy compliance 

• Timely software updates 

• Antivirus solution 
• Intrusion detection system 

• SIEM solutions 

• Evaluating each system priority and infrastructure segmentation 

However, none of the above measures (either separately or in combination) can ensure absolutely secure 
environment. Cybercriminals are ready to tailor their attack methods to target's security tools—the fact 
which makes targeted attacks really challenging. The majority of security solutions do not take into account 
that an attack failure won't stop cybercriminals who will develop more sophisticated technique and come 
again. 

In addition, to carry out targeted attacks, intruders employ unique tools and techniques that remain 
unknown to information security specialists for a long time (zero-day). 

This means that existing information security solutions can only hinder but not prevent cybercriminal 
activities. 
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InfoWatch approach: dynamic attack detection 
A targeted attack detection technology offered by InfoWatch is based on the continuous monitoring and 
evaluation of changes in the state of each IT infrastructure system. 

At some attack stage, intruders' actions will inevitably cause changes in the attacked systems. However, the 
analysis of attacked system does not always detect an attack because neither attack methods nor exploits 
used are known in advance, and criminals can use a unique malware (0-day) missing in signature bases. To 
detect an attack, all changes occurring in the system must be analyzed. If the system is under attack, there 
will be anomalies in the changes. 

For example, if intruders modify any critical file using zero-day vulnerability in order to settle in the system, 
such modification will cause abnormal changes which can be detected by comparing two states: before and 
after the change. That is, anomalies are detected by comparing the system states in different points of time 
– in the course of the change monitoring. 

In other words, security can be ensured if the protection, similarly to the attack, is a continuous, time-
stretched process. The core of a protection process is the analysis of system state changes, detection and 
classification of anomalies, and detection of attack symptoms. The dynamic detection allows adapting the 
protection in line with the steps taken by intruders. This approach is similar to a chess play: a protecting 
party has a tool to reveal opponent's intention after each move based on the previous moves. 

The detection of anomalies in the changes is a new generation of detecting tools called dynamic attack 
detection. Unlike static detection when various system states are analyzed separately, dynamic detection 
relies on a set of attack symptoms that allows for the threat to be detected without knowing in advance 
what the threat exactly is. In other words, the dynamic detection technology does not need to know exactly 
how the attack is carried out. 

Contrary to static detection widely used by most of the developers where different system states are 
analyzed separately, the dynamic detection is based on the analysis of changes in the symptoms occurred in 
the system over particular period of time. 

Thus, this approach, as compared to other solutions, dramatically reduces the risk of compromising 
information system as a result of targeted attacks. 

 

Description of InfoWatch Targeted Attack Detector 
InfoWatch Targeted Attack Detector is designed to audit enterprise information systems in order to reveal 
active targeted attacks or their traces, including the injections of sophisticated malware being a tool 
commonly used by intruders. The audit deliverable is a report with a list of found attack symptoms and 
remedial recommendations. 

Critical system sections of each computer within IT infrastructure are regularly scanned to collect and 
classify an extensive set of their characteristics. The result of such scanning is a system slice containing 
objects with their characteristics and interrelations. 
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The system slice undergoes three types of analysis. 

Static analysis 

The goal is to classify all objects in the system slice. Static analysis uses a number of methods including 
inductive inference classifiers (decision tree), whitelisting, anti-rootkit technologies, and similar item 
discovery mechanisms (k-nearest neighbors algorithm). 

 

Besides static characteristics of objects, this stage covers the statistics of objects, their interrelations, and 
position in the system. The following data is used: 

• distribution range 

• object mentioning frequency 

• frequency characteristics of objects' mentioning parameters and interrelations 

• external characteristics histograms. 

This stage discovers any objects which have non-typical characteristics as compared to those of legitimate 
software. 

Dynamic analysis 

This type of analysis is aimed at detecting changes in the system slices collected by agents and searching for 
anomalies in these changes. 

To determine what slices should be compared with each other, there is an algorithm that recognizes 
changes over certain periods of time, critical events in the system, and external changes. The algorithm can 
"rewind" the system states back in time to understand and classify the changes "in the future". 

To identify changes and classify anomalies, there are association rules and cluster analysis employed as part 
of Big Data approach. 
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Anomaly analysis 

This type of analysis is aimed at finding the root cause of anomaly in the changes. This stage involves an 
expert system and a number of meta-classifiers that process the results delivered by other analyzers (static 
and dynamic).  

In some cases, an analyst may be involved. If the anomaly is caused by an attack, the latter is detected. 

This is a way of detecting any targeted attack stage where intruders' actions caused abnormal changes of 
any system state. Such actions may include: 

• settling in the system 

• modification of the system's critical objects 

• data compromise  

• data theft 

• remote access to the system 

• intervention in hardware and software performance 

• removal of intrusion traces 

 

InfoWatch Targeted Attack Detector will help detect attacks that use unknown methods of injection and 
settling in, as well as zero-day vulnerabilities and malware. This is possible due to the monitoring and 
analysis of any critical changes and their combination. 
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Architecture of InfoWatch Targeted Attack Detector 
InfoWatсh Targeted Attack Detector has three key components. 
 

Agent is a software module that is installed on each computer of analyzed IT infrastructure and regularly 
scans the system, retrieves a necessary set of critical objects and their characteristics. The collected data is 
aggregated, anonymized and sent to the cloud for analysis. 

 

Cloud Expert System. This cloud system of big data storage and analysis is designed to classify software, search 
for malware and identify targeted attacks or their traces. 

Admin Dashboard. To evaluate the progress of implementing InfoWatch Targeted Attack Detector, a security 
officer or system admin can access some parameters of the solution performance by themselves. This is 
necessary to make sure that InfoWatch Targeted Attack Detector is implemented completely. Such 
parameters include: 

 
• agent performance statistics 

• number of machines that have been unavailable for over 3 days 

• scanning statistics 

• found object statistics 

• new object statistics 

• suspicious and malicious object statistics 
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The dashboard also provides access to product documentation and distribution kits of the supplied software 
suites. 

InfoWatch Targeted Attack Detector operation results in a report with detailed description of customer's 
information resources and a list of detected targeted attacks, malware and potential vulnerabilities (if any). 

 

Advantages of InfoWatch Targeted Attack Detector 
Comprehensive detection system 

To detect virtually any attack that uses sophisticated malware, the solution analyses a wide range of 
symptoms. If an IT infrastructure is under attack then at least one system in a PC within enterprise network 
will abnormally change at some stage. The attack will be identified immediately once a critical change in any 
of the protected systems is detected. 

Moreover, the solution not only detects an attack but also determines the protection measures without 
using any extra tools. This essential functionality is available because all critical system changes are logged 
and thus can be analyzed. 

Easy deployment and reliability 

The solution relies on the monitoring of end point changes and does not depend on the infrastructure or 
topology of information system being protected. Since InfoWatch Targeted Attack Detector client does not 
need any updates and its function is limited to information collection only, the risk of system crash is 
minimal. 

Low load on system resources 

The most resource-intensive analysis processes are performed in a cloud. This reduces the load on IT 
infrastructure. 
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Compatibility with other solutions 

The solution can be used in combination with any other information security tools. 

Supplementing a DLP solution 

InfoWatch Targeted Attack Detector will detect the use of technical tools employed to steal corporate 
information. Although DLP systems are designed for information leakage protection, generally they do not 
have any tools, which can detect special malware used to steal data and bypass DLP protection. The solution 
will detect data theft tools and thus prevent the leakage. In combination with InfoWatch Traffic Monitor, the 
solution is a unique protection complex based on the cutting-edge methods and technologies. 

 

 

 

 

InfoWatch Group comprises several organizations that develop comprehensive information security and 
enterprise information protection solutions based on proprietary linguistic analysis technologies, as well as tools 
to manage business risks and protect enterprises from internal and external threats. The solutions developed by 

InfoWatch, Kribrum, EgoSecure, Appercut are implemented and effectively used by companies in various 
industries in Russia, CIS, Europe, Asia and Middle East. InfoWatch Group has a broad expertise and experience in 

implementing projects of any complexity. 
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