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InfoWatch Traffic Monitor and Oracle IRM 
for confidential data leakage prevention

Centralized protection of confidential electronic documents and prevention of enterprise data leakage is a 
challenging task businesses face today. 

To fully address this task and provide 
format, storage location and workflow system against leakage from the enterprise network
Oracle offer an integrated solution, based on 
Management (Oracle IRM) products.
operations (including printing) with electronic documents and 
requirements for confidential information

The solution features:   

• Centralized monitoring of access to confidential documents at the stage of their creation, storage or 
distribution inside or outside the corporate network

• Secure revocation of access to 

• Monitoring of all possible confidential data leakage 
local and network printing, information 

• Prevention of corporate security policy
information distribution via e-mail or copying to removable media

• Centralized audit of all operations with confidential documents

• Centralized storage of information about data leakage incidents for further retrospective analysis and 
evidence gathering for an investigation, in particular for a forensic analysis 
appropriate legislation. 

Solution Architecture 

The integrated solution is based on 
products, aimed to meet regulatory compliance requirements for 
ensure compliance with PCI/DSS, Basel II, 
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InfoWatch Traffic Monitor and Oracle IRM  
for confidential data leakage prevention and electronic documents

Centralized protection of confidential electronic documents and prevention of enterprise data leakage is a 
challenging task businesses face today.  

To fully address this task and provide reliable protection of confidential electronic documents
format, storage location and workflow system against leakage from the enterprise network

offer an integrated solution, based on InfoWatch Traffic Monitor and 
products. The integrated solution enables centralized access control and 

printing) with electronic documents and access rights revocation 
requirements for confidential information processing. 

access to confidential documents at the stage of their creation, storage or 
distribution inside or outside the corporate network. 

 confidential documents on their validity period expiration

possible confidential data leakage channels (web, e-mail, instant messengers (ICQ
local and network printing, information copying to removable media and portable devices

ion of corporate security policy violations by blocking unprotected or unauthori
mail or copying to removable media and portable devices

operations with confidential documents. 

entralized storage of information about data leakage incidents for further retrospective analysis and 
evidence gathering for an investigation, in particular for a forensic analysis to ensure

is based on Oracle Information Rights Management and 
aimed to meet regulatory compliance requirements for personal data protection

ensure compliance with PCI/DSS, Basel II, SOX, HIPAA in the US and other regulations.

Decision (1): Seal by 
IRM tools and then send

Decision (2): allow. 
No security policy violation, transfer of non-
sensitive information unsealed

Decision (3):
block

all the data is stored in a 

InfoWatch Traffic Monitor Server
Checking the unsealed data 
Decision making on how the data should be 
treated further 
Data transfer to the centralized archive
Making digital fingerprints from the IRM-
protected documents

Management Console
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and electronic documents protection 
Centralized protection of confidential electronic documents and prevention of enterprise data leakage is a 

reliable protection of confidential electronic documents, regardless of their 
format, storage location and workflow system against leakage from the enterprise network, InfoWatch and 

and Oracle Information Rights 
access control and audit of all 

revocation to meet compliance 

access to confidential documents at the stage of their creation, storage or 

confidential documents on their validity period expiration. 

mail, instant messengers (ICQ, etc.), 
and portable devices). 

unprotected or unauthorized confidential 
and portable devices. 

entralized storage of information about data leakage incidents for further retrospective analysis and 
to ensure compliance with the 

and InfoWatch Traffic Monitor 
personal data protection, and can be used to 

, HIPAA in the US and other regulations. 

 
Public Network

External users of IRM 
protected documents 

External users or information 
carriers (USBs, CDs, etc.)

IRM Desktop
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Solution Components 

Oracle Information Rights Management (IRM)

Oracle IRM is an information security technology that secures and 
tracks sensitive digital information everywhere it is stored and 
used. Conventional information management products only 
manage documents, emails and web pages while they remain 
stored within server-side repositories. 
to extend the management of information beyond the repository 
to every copy of an organization's most sensitive information, 
everywhere it is stored and used - on end user desktops, laptops 
and mobile wireless devices, in other repositories, inside and 
outside the firewall. 

Oracle IRM integrates seamlessly into existing business 
workflows and encrypts (“seals”) documents, emails and web
pages. During the encryption the information is packed 
encryption layer, so that regardless of how many copies are made 
and where they are stored, they are made useless without proper 
decryption; a set of URL links is integrated into the encrypted 
document, so that every copy refers to the 
where the information was “sealed”;
so that every attempt to falsify documents is detected and 
prevented. 

Encrypted documents’ access rights are stored separately from 
the data, on the Oracle IRM server (managed by the 
owner, which is the organization), and located 
corporate network.  

Unlike competitive solutions Oracle IRM
management outside firewalls. Even if the information is stored in 
the network of other organizations or at 

InfoWatch Traffic Monitor 

InfoWatch Traffic Monitor is a comprehensive modular data 
protection solution to secure various data leakage channels. The 
solution includes end-point protection module to prevent sensitive 
data leakage via local printing, portable devices, removable 
media and communications ports usage, network protection 
module to protect form data leakage via email, web, IM and 
network printing and forensic storage 
stores all the data for retrospective analysis. 

InfoWatch Traffic Monitor performs: 

• Monitoring and analysis of the data transmitted outside the 
corporate network via corporate or web
printed or copied to portable devices and removable media.

• Sensitive data leakage prevention by blocking the 
transmission in case a security policy violation is detected (for 
example, when an unauthorized employee is sending out 
confidential data). 

• Data storage and analysis for investigation purposes. 
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anagement (IRM) 

information security technology that secures and 
tracks sensitive digital information everywhere it is stored and 
used. Conventional information management products only 
manage documents, emails and web pages while they remain 

positories. Oracle IRM uses encryption 
to extend the management of information beyond the repository - 
to every copy of an organization's most sensitive information, 

on end user desktops, laptops 
es, in other repositories, inside and 

integrates seamlessly into existing business 
workflows and encrypts (“seals”) documents, emails and web-
pages. During the encryption the information is packed with the 

so that regardless of how many copies are made 
and where they are stored, they are made useless without proper 

set of URL links is integrated into the encrypted 
document, so that every copy refers to the Oracle IRM server 
where the information was “sealed”; authentication code is used, 
so that every attempt to falsify documents is detected and 

Encrypted documents’ access rights are stored separately from 
server (managed by the document 

owner, which is the organization), and located inside the 

Oracle IRM features information 
management outside firewalls. Even if the information is stored in 
the network of other organizations or at home, the data is tracked 

Oracle IRM: 

• Access to the data for unauthorized 
users is not allowed

• Authorized users can open or modify 
documents according to their access 
level 

• All operations with encrypted 
information are centrally logged

• Access rights to remotely stored 
information (copied to DVD, USB or 
other media) may be withdrawn. 
example, if relations with a user, a 
contract employee or a partner are 
expired, access rights are withdrawn

• Automatic protection of any 
information crea
various business applications, e.g. 
ERP, CRM systems

• Ease of use: while using 
IRM, there is no need to move 
confidential documents to special 
storage or change current document 
workflow 

is a comprehensive modular data 
protection solution to secure various data leakage channels. The 

point protection module to prevent sensitive 
local printing, portable devices, removable 

media and communications ports usage, network protection 
module to protect form data leakage via email, web, IM and 
network printing and forensic storage – a centralized archive that 

spective analysis.  

 

Monitoring and analysis of the data transmitted outside the 
corporate network via corporate or web-mail, web-pages, IMs, 
printed or copied to portable devices and removable media. 

leakage prevention by blocking the 
transmission in case a security policy violation is detected (for 
example, when an unauthorized employee is sending out 

Data storage and analysis for investigation purposes.  

InfoWatch Traffic Monitor

• Accurate identification of confidential 
data with combined application of 
several detection technologies

• Reliable protection of enterprise 
security perimeter thanks to the 
control over the most common 
transfer channels, data copying and
printing 

• Support for multiple file formats 

• Pre-installed security rules and 
content filtering database to let 
enterprises immediately benefit from 
a data security solution

• Forensic Storage for users’ current 
activity monitoring (online queries) 
and retrospective analysis and 
investigation (analytic queries)

• Flexible deployment options: inline, 
ICAP and interception in the copy 
mode (SPAN, port mirroring, etc.) 
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: Advantages 

Access to the data for unauthorized 
users is not allowed 

Authorized users can open or modify 
documents according to their access 

All operations with encrypted 
information are centrally logged 

Access rights to remotely stored 
information (copied to DVD, USB or 
other media) may be withdrawn. For 
example, if relations with a user, a 
contract employee or a partner are 
expired, access rights are withdrawn 

Automatic protection of any 
information created as reports in 
various business applications, e.g. 
ERP, CRM systems 

Ease of use: while using Oracle 
there is no need to move 

confidential documents to special 
storage or change current document 

 

InfoWatch Traffic Monitor: Advantages 

Accurate identification of confidential 
data with combined application of 
several detection technologies 

Reliable protection of enterprise 
security perimeter thanks to the 
control over the most common data 
transfer channels, data copying and 

Support for multiple file formats  

installed security rules and 
content filtering database to let 
enterprises immediately benefit from 
a data security solution 

Forensic Storage for users’ current 
activity monitoring (online queries) 

spective analysis and 
investigation (analytic queries) 

Flexible deployment options: inline, 
ICAP and interception in the copy 
mode (SPAN, port mirroring, etc.)  
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Integrated Solution Functionality 

The integrated Oracle + InfoWatch solution provides:

• Detection of confidential information sent outside the 
enterprise network unencrypted (i.e. not protected by 
Oracle IRM tools) as a result of hybrid analysis using the 
following key technologies: 

o Search of texts similar to confidential 
already known to the system using fingerprints 
taken from the text of documents protected by 
Oracle IRM. 

o Proactive search of confidential information 
according to different categories (finance, personal 
data and CV, information about contractors and 
contracts, industrial technological documents, etc.) 
based on unique linguistic analysis. 
protect confidential information that is not yet 
protected by Oracle IRM

o Search of pattern-based
or credit card numbers, etc.);

o Extraction of text from images 
screenshots and other 
Optical Character Recognition technolo

• Monitoring of data leakage channels: Internet (forums, 
blogs), web-mail, e-mail, IMs (ICQ, etc.) and operations 
of copying information to removable media
devices (USB drives, CD, smar

• Optional: if confidential information is detected to leave 
corporate network unencrypted to enforce information 
encryption by Oracle IRM 
according to corporate security policies  

• Optional: to block user’s access to encrypted documents 
until the end of an investigation if a preset number of 
incidents within a certain time 
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Integrated Solution Functionality  Supported Formats

solution provides:  

Detection of confidential information sent outside the 
enterprise network unencrypted (i.e. not protected by 

) as a result of hybrid analysis using the 

Search of texts similar to confidential documents 
already known to the system using fingerprints 
taken from the text of documents protected by 

Proactive search of confidential information 
according to different categories (finance, personal 
data and CV, information about contractors and 
contracts, industrial technological documents, etc.) 
based on unique linguistic analysis. This enables to 
protect confidential information that is not yet 

Oracle IRM. 
based objects like social security 

or credit card numbers, etc.); 
Extraction of text from images like scans or 
screenshots and other for further analysis using 
Optical Character Recognition technology (OCR). 

data leakage channels: Internet (forums, 
mail, IMs (ICQ, etc.) and operations 

of copying information to removable media and portable 
(USB drives, CD, smartphones etc.). 

if confidential information is detected to leave 
corporate network unencrypted to enforce information 

 or to block its transmission 
according to corporate security policies   

Optional: to block user’s access to encrypted documents 
until the end of an investigation if a preset number of 

time period has occurred. 

Oracle IRM supports:

• Microsoft Office 2000
Excel and PowerPoint) 

• Adobe Acrobat

• Email: Microsoft Outlook 2000
Lotus Notes 6.5
GroupWise 6.5

• Email: BlackBerry for Exchange and 
Domino, BES 4.1.4 

• HTML and XML (Internet Explorer 
6.0+)  

• TXT and .RTF documents 

• GIF, JPEG and PNG images

Thanks to Oracle IRM
documents of any type can be protected 
with the help of standard system Web 
services. 

InfoWatch Traffic Monitor

• MS Office 97
XLS, XLSX, PPT, PPTX)

• TIFF, JPEG, GIF, PNG

• EMF, WMF

• TXT, RTF

• PDF 

• MDB 

• HTML 

• XML 

• TNEF 

• GZIP, BZIP
RAR, LHA

• EXE 

• MP3, WAV

• AVI, WMV
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Supported Formats 

supports: 

Microsoft Office 2000-2007 (Word, 
Excel and PowerPoint)  

Adobe Acrobat or Reader 6.0+  

Email: Microsoft Outlook 2000-2007, 
Lotus Notes 6.5-7.0 and Novell 
GroupWise 6.5-7.0  

Email: BlackBerry for Exchange and 
Domino, BES 4.1.4  

HTML and XML (Internet Explorer 

TXT and .RTF documents  

GIF, JPEG and PNG images 

Oracle IRM open interfaces 
documents of any type can be protected 
with the help of standard system Web 

InfoWatch Traffic Monitor supports: 

MS Office 97-2007 (DOC, DOCX, 
XLS, XLSX, PPT, PPTX) 

TIFF, JPEG, GIF, PNG 

EMF, WMF 

TXT, RTF 

BZIP2, TAR, ARJ, ZIP, SFX, 
LHA 

MP3, WAV 

WMV 
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Legal Compliance 

InfoWatch Traffic Monitor provides integrated protection against 
insiders’ negligence or malicious intent and prevents confidential 
data leaks. The product implementation is supported with the 
introduction of the management system for all risks defined as 
operational in Basel II1, section 644. Therefore, the solution 
addresses the most dangerous aspects of operational risks, such 
as harmful activity by bank personnel in full, regardless of 
whether it is deliberate or a result of negligence.

Archiving of all intercepted data 
database when the storage period is limited only with the volume 
of the hard drive, allows InfoWatch Traffic Monitor
the requirements of SOX2 (Sarbanes-Oxley) (USA).

InfoWatch Traffic Monitor prevents unauthorized 
transmission outside the company in compliance with the USA 
HIPAA Act (Health Insurance Portability and Accountability Act, 
Public Law 104-191) which requires that companies protect the 
private medical records of citizens. This act regulates not only 
activities of health care organizations and institutions, but also all 
the organizations that have access to medical records, i.e. 
insurance companies, governmental agencies, etc.

Integrated Solution Benefits 

• Support for the most of Windows and MS Office versions for low integration 

• Support for both MS Active Directory and internal authentication procedures to simplify system usage for 
external users 

• Access management monitoring at the level of roles and templates (security contexts), not at the level of 
separate files and users for increased controllability and scalability (there are examples of
implementation for 60K+ users) 

• Support for the majority of document formats (not only MS Office documents)

• Control of confidential data theft attempts with the screenshots int

• User rights change for documents without re
documents have already been received by the user

• Centralized convenient Oracle IRM

• Support for search of protected documents

• Protection against leakage of both confidential data similar to protected docu
documents/texts/emails not yet protected by 

• Enhanced security level and increased ROI 
information rights management approaches to safeguarding your confide

                                                           

1 Basel II (Basel Capital Accord) (ЕС). (International Convergence of Capital Measurement and Capital Standards 
Framework) is one of the more relevant statutory acts regulating the banking sector. Basel II requires organizations to calcu
operational, market and credit risks, and outlines the minimal capital requirements that need to be set aside to cover those risks. 
2 Two paragraphs may be marked out in this Act: §803 which prescribes to archive and preserve corporate information (first of a
mail) for at least 7 years, and §404, obligating companies to maintain internal control mechanisms for prevention of corporate fraud, 
logging all manipulations with sensitive documents and protection of informational assets from inappropriate use and unauthor
disclosure. SOX determines the requirements for paperwork and financial reporting, establishes the personal responsibility of 
companies’ financial and general directors, and introduces a procedure for regular independent auditing.
3 The federal act in the USA has not been passed yet. Many states have their own laws. The SB 1386 Act may be considered as a 
reference act. 
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provides integrated protection against 
insiders’ negligence or malicious intent and prevents confidential 
data leaks. The product implementation is supported with the 
introduction of the management system for all risks defined as 

, section 644. Therefore, the solution 
addresses the most dangerous aspects of operational risks, such 
as harmful activity by bank personnel in full, regardless of 
whether it is deliberate or a result of negligence. 

Archiving of all intercepted data in the common universal 
database when the storage period is limited only with the volume 

InfoWatch Traffic Monitor to comply with 
Oxley) (USA). 

prevents unauthorized data 
transmission outside the company in compliance with the USA 
HIPAA Act (Health Insurance Portability and Accountability Act, 

191) which requires that companies protect the 
private medical records of citizens. This act regulates not only the 
activities of health care organizations and institutions, but also all 

tions that have access to medical records, i.e. 
insurance companies, governmental agencies, etc. 

Information Security Regulations

• Globally: PCI DSS

• USA: HIPAA, the 
(California)3 

• European Union: Data 
Privacy and Electronic Communication 
Regulation 

• UK: Data Privacy

• Russia: Federal Law “On Personal Data”

• Canada: Personal Information Protection 
and Electronic Document

• Japan: Personal Information Protection 
Act 2003 

• Australia: the Federal Privacy Act 
(Privacy Act 1988)

• Germany: S93 Act on Processing of 
Personal Data

 

Support for the most of Windows and MS Office versions for low integration cost 

Support for both MS Active Directory and internal authentication procedures to simplify system usage for 

Access management monitoring at the level of roles and templates (security contexts), not at the level of 
for increased controllability and scalability (there are examples of

 

Support for the majority of document formats (not only MS Office documents) 

confidential data theft attempts with the screenshots interception (e.g. Ctrl / PrintScreen)

User rights change for documents without re-encryption of files. User rights can be recalled even after the 
documents have already been received by the user 

Oracle IRM client module installation 

for search of protected documents 

of both confidential data similar to protected docu
not yet protected by Oracle IRM 

Enhanced security level and increased ROI thanks to combination of data leakage prevention
approaches to safeguarding your confidential data

(International Convergence of Capital Measurement and Capital Standards 
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The federal act in the USA has not been passed yet. Many states have their own laws. The SB 1386 Act may be considered as a 

 

Information Security Regulations 

Globally: PCI DSS 

USA: HIPAA, the SB 1386 Act 
 

European Union: Data Privacy Directive, 
Privacy and Electronic Communication 

ivacy Act 

Russia: Federal Law “On Personal Data” 

Canada: Personal Information Protection 
and Electronic Documents Act (PIPEDA)  

Japan: Personal Information Protection 

Australia: the Federal Privacy Act 
(Privacy Act 1988) 

Germany: S93 Act on Processing of 
Personal Data 

Support for both MS Active Directory and internal authentication procedures to simplify system usage for 

Access management monitoring at the level of roles and templates (security contexts), not at the level of 
for increased controllability and scalability (there are examples of IRM and DLP 

erception (e.g. Ctrl / PrintScreen) 

User rights can be recalled even after the 

of both confidential data similar to protected documents and new 

data leakage prevention and 
ntial data 

(International Convergence of Capital Measurement and Capital Standards — A Revised 
Framework) is one of the more relevant statutory acts regulating the banking sector. Basel II requires organizations to calculate their 

, and outlines the minimal capital requirements that need to be set aside to cover those risks.  

Two paragraphs may be marked out in this Act: §803 which prescribes to archive and preserve corporate information (first of all, e-
, and §404, obligating companies to maintain internal control mechanisms for prevention of corporate fraud, 

logging all manipulations with sensitive documents and protection of informational assets from inappropriate use and unauthorized 
termines the requirements for paperwork and financial reporting, establishes the personal responsibility of 

The federal act in the USA has not been passed yet. Many states have their own laws. The SB 1386 Act may be considered as a 


