
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

TECHNICAL SUPPORT REGULATIONS  
 

  



TECHNICAL SUPPORT REGULATIONS  
(HEREINAFTER – SUPPORT REGULATONS) 

1. Description 

The End-User has the right to apply to the contacts indicated in the clause Annex 1 (the Support 
department) for providing technical support in accordance with this Support Regulations. 

 

2. Definitions 

In the present Support Regulations: 
"Support Program" - a set of options that are available to the End-User when accessing the 
technical support that determines the volume and quality of service. 
"Case" or "Support request" means an application of the End-User for the Support through the 
Support channels specified in point 4 of this regulation.  
"New case" is case of the End-User  that is not related to a previously created case with none of 
Case Resolution. 
"Defect" means any malfunction or problem in the operation of the Product causing its incorrect 
operation, or complete inoperability, provided that the Product is used for its purpose and in 
accordance with the documentation. 
"Solution" means the release of hotfixes, patches or recommendations for fixing errors in the 
Product version installed with the End-User. 
"Defect resolution" means providing a solution to resolve the functionality issues of the Product 
to the original level. 
All corrections relate exclusively to the functionality of the Product in accordance with the user 
documentation for the Product. 
"Defect workaround" means providing a set of procedures that allow the End-User partially or 
completely recover the functionality of the Product.  
"Case severity" is one of the categories listed below:  
 

 "Critical severity". This category of case reports about serious Product defects, 
and as a result the operating system stopped running and data processing became 
impossible. If this kind of case receives a workaround, the case will be marked as 
"High importance". 

  "High severity". This category of cases reports about a defect in the Product 
causing a serious violation of the main business functions of the Product, which 
cannot be (temporarily) corrected by a workaround. 

 "Medium severity". This category of cases reports about an uncritical defect in 
the Product, where the End-User is able to work with the Product or about a defect 
which can be corrected by a workaround.  

 "Low severity". This category of cases is a request for the information: 
  usage  of the Product and / or the Support; 
 additional explanations or tips for the using of the Product and / or the Support.  

 
"Upgrade" means an installation of a new version of the Product or any part of it containing new 
functionality. 
"Update" means an installation of new scheduled updates (support releases) or any part of them 
containing defect resolution. 
"Case resolution" means the provision to the End-User (depending on the case) of the Defect 
resolution, the requested information, consultations, recommendations for Upgrade or Update the 
Product and other results of the support. 



"Response time" means a period between the time of receipt of the Case from the End-User and 
the time of the first response on the request. 
"Resolution time" means the period between the time of receipt of the Case from the End-user 
and the time of the Case resolution. 
"Support program" means the set of options available to the End-user in these Support 
regulations.  
"Service hours" means the time of rendering the Support, corresponding to the Support program. 
"General request" means a Case that is not related to the Product, but concerns the interaction of 
the End-User and "InfoWatch". 
"Technical request"  means a Case that is related to the Product, but is of an informational nature, 
and is not related to the Defect. 
"Technical problem" means a Case that is related to the Product, and indicates a Defect in the 
Product. 
"Feedback" means a Case that is related to information regarding the Product or Support. 

3. Updates 

Planned Updates (service releases) or Upgrades (new version) availability bases on Support 
program options.  

4. Support channels 

4.1.Online chat 

Chat channel is one of the channels for submitting cases by the End-User. Cases are submitted via 
chat web form and allows promptly report the problem and, if there is a solution, just to get it 
promptly. 

4.2.E-mail 
E-mail channel is one of the channels for submitting cases by the End-User. Cases are submitted 
by e-mail and can be used by the End-User as necessary and convenient. 

4.3.Phone 
The phone is one of the channels for submitting cases by the End-User. Cases are submitted via 
Inbound phone call and should be used by the End-User as necessary and convenient. 

4.4.Remote support 

When there is not enough standard actions for solving the case of the severity "Critical severity", 
the Parties can agree on the remote access to the End-User site, or about the End-User on-site 
support by the Support department's specialists together with the End-User's specialists. 

4.5.Interaction between the Support department and the End-User 

1) End-User submits the case using one of the support channels. 
2) The case should contain: 

 In the subject of the case: 
 a brief description of the problem / issue. 

 In the body of the case: 
 the category of circulation corresponding to the description; 
 a detailed description of the problem / issue; 
 order of actions, to reproduce the situation. 
3) In the Support Hours, upon receipt of the request, the Support department accepts and 
registers it by sending an automatic notification to the requesting about the start of the 
services. 
4) Based on the results of the analysis of the request, the Support department can request 
from the End-User additional information on the request, including those collected with 
the help of specialized Product tools, which Support department in this case transmits to 



the End-User in conjunction with the instructions for their application, and the End-User 
sends the data obtained with their help. 
5) Based on the data received, the Support department: 

a. defines specific defects that caused the occurrence of the situation described in the 
treatment; 

b. assesses the technical possibility of correcting them and reports the approximate 
time of correction (if possible); 

c. develops correction of defects and (if possible) checks it at home. 
6) At the end, Support department transmits to the End-User the developed solution of the 

request, including instructions for its use. 
7) The End-User applies the solution received from the Support department in accordance 

with the instructions of the Support department, and in case of successful resolution of the problem, 
the End-User confirms the closure of the Case. If the case is not resolved, further investigation is 
continued.  

5. Terms of Support 

5.1.Limitations of the Support 
a. the Support department has the right to limit or stop the provision of the Support, in cases 

where the used Product has become inoperable or partially inoperable for the reasons listed 
below in this subparagraph: 

i. the operation of the Product in the environment and with hardware, software or 
telecommunications interfaces that do not satisfy the manufacturer's specifications; 

ii. supernumerary installation or Product usage in ways different from those described 
in the documentation for the Product; 

iii. modification, refinement or Product changes, undertaken by the End-User; 
b. Support is not provided for third-party software required for the functioning and efficiency 

of the Product. 
5.2.End-user’s obligations under the Support 

The End-User undertakes: 
1. Use the Product according to technical requirements specified in the documentation. 
2. Do not perform destructive actions to Product or hardware. 
3. Do not use the Product for providing Services for third Parties and do not lease Product 

without informing Support department. 
4. Request Support department staff assistance according to support Program. 
5. Follow Support department instructions and recommendations regarding problem 

resolution and Program recovery after receiving them. 
 

5.3.Support Department obligations under the Support 
1. the Support department provides the following technical support to the End-User: 

a. answers to questions about new properties or Product features that have not yet been 
added to the Product documentation, to the Knowledge Base of the Support department 
or to other official materials, but may be available for provision to the End-User; 

b. registration and investigation of new defects on the basis of information provided by 
the End-User; 

c. registration requests for the development of products and support of the company; 
2. In the process of rendering the Support, the Support department is obliged to comply with 

the terms of confidentiality and has the right to allow access to the Confidential Information 
only to those individuals who need it in order to solve the problems encountered by the 
End-User, and also to document the performed actions in the Product for the End-User. 

5.4.Case status report 
The Support department keeps a list of all current and already closed calls of the End-User’s issues. 
The list contains the following information:  



 total number of End-User requests   
 number of escalated request  

for each issue: 
 Issue ID 
 Header 
 Issue category 
 Receipt date of case from the Support department  
 Applicant's name 
 Issue status 
 Decision date of the issue 

Support department undertakes to provide this list to the End-User at his request, but not more 
than once a quarter. 

 


