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 InfoWatch Traffic Monitor Enterprise 

Monitoring and Classification of Information Flows 
In modern organizations, various types of software are used to facilitate 
information exchange. Corporate mail systems, web access to work with 
inboxes, instant messaging such as Skype, removable storage media — 
these are all popular channels that enable information to be transferred 
between colleagues and contractors. 

Traditional organizational measures to prohibit the use of specific 
software, prevent access to removable media or limit the use of personal 
laptops and mobile devices, have become ineffective in today's world. 
The existence of a formal security policy and staff training does not 
guarantee that the policy will be adhered to, since in the majority of cases 
there is no clear understanding within companies of which particular 
documents or information must not be shared. 

Experts believe that just 20% of confidential information is structured, 
10% is changed on a daily basis, and newly created documents make up 
approximately 10% of all confidential information within a company. The 
continuous growth in the volumes of data handled by today's 
organizations on a daily basis creates additional difficulties. As a result, 
the risk of an intentional or unintentional leak is only increasing. 

Nowadays, it is not prohibitive measures that are effective, but 
comprehensive monitoring of information flows and ensuring that 
information is processed in line with information security policy. 

InfoWatch has developed an integrated solution to monitor information 
flows, designed especially for companies seeking to protect their 
confidential data — InfoWatch Traffic Monitor Enterprise. The solution 
allows companies to determine who uses confidential information, how it 
is transmitted, and who has access to it. The system automatically 
classifies transmitted information, assessing the level of protection 
required and dynamically tracking the risk of sensitive information being 
leaked. 

 

The average cost of 
mitigating the 
consequences of a single 
data breach in 2011 was 
approximately 5.5 million 
US dollars 

Ponemon Institute,  
Cost of a Data Breach Study 2012 

 

Svetlana Belyalova, Information 
Security Director Raiffeisen Bank: 

 “The solution helped us to 
prevent 369 information security 
violations during about half a year 
after implementation.” 

 

 

Corporate Information Protection with InfoWatch Traffic Monitor Enterprise  
InfoWatch Traffic Monitor Enterprise is an integrated modular solution that protects information from internal 
threats. It enables companies to monitor the various channels through which information is leaked. The solution 
comprises the following modules: 

InfoWatch Traffic Monitor — network perimeter security 
 InfoWatch Traffic Monitor for Web — monitors data transferred via webmail, blogs, forums and other 

Internet sites. 

 InfoWatch Traffic Monitor for HTTPS — monitors data transferred using encrypted Internet protocols. 

 InfoWatch Traffic Monitor for Mail — monitors information sent via a corporate mail system. 

 InfoWatch Traffic Monitor for IM — monitors instant messaging systems operating on the OSCAR 
protocol (ICQ, Miranda, etc), including interception of files and sms. 
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InfoWatch Device Monitor — workstation protection 
 InfoWatch Device Monitor for Devices — monitors access and 

copying of information to removable media (including flash drives, 
CD/DVD). Monitors devices connected to COM, LPT, and USB 
ports (26 different types of device in total). 

 InfoWatch Device Monitor for Print — monitors printing of 
documents via network and local printers. 

 InfoWatch Device Monitor for Skype — monitors instant 
messages, voice traffic, file transfer and sms via Skype. 

 InfoWatch Device Monitor for XMPP — monitors instant 
messages, voice traffic, file transfer and sms via XMPP (GTalk, 
QIP, etc). 

 InfoWatch Device Monitor for Mail.ru Agent — monitors instant 
messages, file transfer and sms via Mail.ru Agent. 

 InfoWatch Device Monitor for FTP — monitors data transfer via 
FTP. 

 InfoWatch Device Monitor for Network — monitors network 
connections, ensures that connections are only made to 
permitted networks. 

 

InfoWatch Crawler — module for monitoring information in corporate 
network data repositories and document management systems. Scans 
and applies policy to information 'at rest'. 

 

InfoWatch Forensic Storage — centralized archiving 

Archive of all intercepted information for further investigation of 
security policy breaches and preparation of analytical reports. 

 

InfoWatch Traffic Monitor Enterprise carries out: 
 monitoring and analysis of data sent outside the corporate 

network via mail systems, the web, or message exchange 
systems, printed out on local and network printers, or copied onto 
various removable devices; 

 automatic classification of transmitted information; 

 prevention of confidential data leaks by blocking transfer if a 
security policy violation is identified; 

 secure storage of data for analysis and investigation. 

 

 
 

 

For companies possessing 
intellectual property or know-
how which they need to protect 
and which, if leaked, could 
lead to financial losses. First of 
all it addresses high-tech 
industries, such as: 

 Pharmaceutical 
 Power and Energy 
 Manufacturing 
 Software Development 

 

Feroz Shaikh 
Vice President IT  Prime Focus: 

 
“When choosing the right 
intellectual property protection 
solution we decided to implement 
InfoWatch Traffic Monitor, as it 
features complex information 
analysis, arbitrary data 
categorization and unified 
Forensic Storage.” 
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The interaction between the elements of the system is illustrated in the diagram: 

 

 

 
Features  
The system workflow logically consists of the following stages: interception, analysis, decision-making, and 
finally archiving of information. The data stored in the archive can be used for retrospective analysis during 
investigation of incidents. 

Traffic Interception 
Uses the corporate network perimeter security module to intercept traffic sent via SMTP (corporate mail), 
HTTP (Web), HTTPS

1
 (protected web channel), instant messaging protocols (ICQ, Skype, etc.). 

The workstation protection module includes an agent that is installed on employee workstations and 
creates shadow copies of documents that are copied or printed, as well as Skype messages sent by 
employees. These shadow copies are then sent to the InfoWatch Traffic Monitor server for analysis. 

 

 

                                                           
1
 When integrated with our partners' solutions. 
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Analysis and Decision Making 
In order to decide whether to block or allow the transfer of information, the 
system determines whether the data transfer is in violation of the corporate 
security policy. Content analysis is carried out, and the sender and 
recipient identified. 

A single identification mechanism is used to identify both the sender and 
the recipient. It employs a directory of employees containing the contact 
details that identify them on various information exchange platforms: work 
and home email, ICQ, UIN, Skype name, Live Journal ID, etc. The initial 
list is imported from Microsoft Active Directory and subsequently 
automatically populated by the system based on the intercept of relevant 
information. This enables incidents to be tied to specific employees, 
regardless of the method used to transfer information. 

 

 Prior to content analysis being carried out, textual information is 

extracted from transmitted messages, documents, and graphical 

images. The system determines the file format regardless of its 

extension, and extracts all attached documents (for example, from 

archives or Microsoft Office files). The extracted text is then searched 

for indicators that it contains confidential information. A combination of 

several analysis techniques makes this a highly effective process. 

The technique used to detect digital fingerprints identifies not only 

phrases of extracted text, but also fragments of binary data and 

reference documents. The technique used to identify text objects can 

identify structured sequences of characters, for example passport 

numbers, credit card details — in total, more than 100 text strings 

from the following industries: Finance, Insurance, Oil and Gas, 

Personal data, Manufacturing, Telecommunications. 

  

The linguistic analysis module automatically determines the topic and level 

of confidentiality of analyzed fragments of information on the basis of the 

words and phrases they contain. The module's ability to deal with typos 

and transliteration means that it can analyze documents even where there 

has been a deliberate attempt to distort the information. 

 
Accurate Identification 
of Confidential 
Information 

The identification of 
confidential information is one 
of the most difficult tasks for a 
data protection system. 
InfoWatch Traffic Monitor 
Enterprise includes an 
intelligent content analysis 
system that combines several 
techniques and allows 
information to be classified 
with a high degree of 
accuracy. 

The following techniques are 
used in combination: 

 Linguistic analysis 

 Object detection 

 Digital fingerprints 

Thanks to the use of linguistic 
analysis techniques, even 
newly created documents are 
protected. Such documents, as 
a rule, have not yet been 
assigned a confidentiality level 
and no digital fingerprint has 
been established for them. The 
technology has been adapted 
to work with 16 languages and 
various industries. 

The combined application of 
several techniques enables the 
effective use of the strengths 
of each one, and protects 
information throughout its 
entire lifecycle. 
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At the final stage of data analysis, a decision is made on the further transfer 
of the information — either it is blocked or it is allowed. The rules enable the 
system to act not only on the basis of the results of the analysis carried out, 
but also based on formal attributes: data transmission channel, time of 
transmission, size and format of file, and so on. In addition to blocking the 
transfer of information, the following actions can also be specified: 

 Do not save to archive 

 Add special tag 

 Inform violator/security officer  

Storage and retrospective analysis of data 
Intercepted data is stored in the centralized archive InfoWatch Forensic 
Storage. The archive structure has been designed to work with the 
information flows of a large organization: 

 the volume of data that can be retained is limited only by the 
capabilities of the DBMS and hardware platform, which means that 
data can be stored for an unlimited period of time. 

 The solution is scalable as the volumes of information sent increase. 
It can be used in organizations with branch structures. 

 The responsibility zones function allows the establishment of 
different models for employee access to stored data. 

 It is possible to limit access to the content of intercepted information, 
enabling compliance with the law on privacy of correspondence. 

For retrospective search: 

 Search based on wide range of criteria: attributes of intercepted 
messages (recipient, sender, date, time sent) and results of 
information analysis. 

 Full-text search on contents of intercepted messages and 
attachments. 

 Download stored information, both in original format and with the 
results of analysis. 

 Graphical reporting system to build content paths, determine the 
least loyal employees and facilitate statistical analysis. 

 More than 60 pre-installed reports, ability to create your own reports. 

 Ability to monitor employee activity in real time. 

 Easy to navigate — customizable filters and catalogs. 

 

InfoWatch Forensic Storage offers the ability to trace the path taken by 
information and to investigate cases of inappropriate use of corporate 
resources, to determine the sender and recipient of the information, and 
provide a reliable evidence base for incident investigations and identification 
of confidential information leaks. 

 

Extraction of Text from 
Images 
Many documents within 
organizations are distributed in 
scanned form. Often, such 
documents are scanned 
agreements or meeting 
minutes. Optical character 
recognition (OCR) is deployed 
against all graphical 
information so that these 
documents can be analyzed by 
content analysis tools. 

 

 
 
 
 

Ali Al Saegh 
IT Security Manager 
FirstEnergyBank: 

 
“We had witnessed an immediate 
demonstration of comprehensive 
functionally and the actual value 
this DLP solution had brought to 
our Bank, which is definitely above 
all other previously tested 
solutions.” 
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Installation and Administration 
The installation of InfoWatch Traffic Monitor Enterprise is fully automated, 
with minimal impact on the company infrastructure. 

Two operating modes are supported: traffic copy and blocking.  

Traffic copy mode has no impact on the organization's business processes 
and enables initial information classification and system configuration to be 
carried out in accordance with the corporate security policy. In traffic copy 
mode, the solution receives traffic from TAP or SPAN devices.  

Blocking mode allows information leaks to be prevented. In this mode, the 
system intercepts real traffic sent by company employees, which it receives 
from proxy servers supporting ICAP protocol and from the corporate mail 
system. The InfoWatch TMG Plugin  is used to integrate with Microsoft 
Forefront TMG. 

The workstation protection module is installed on employee workstations 
using centralized installation management tools or the organization's own 
remote installation procedures. The module includes built-in security to 
ensure that it cannot be uninstalled and that shadow copies of documents 
cannot be removed or deleted. 

The solution incorporates a self-diagnosis module that monitors the status of 
numerous system parameters, and notifies security offers and takes action 
to stabilize the system if allowable values are exceeded. 

Performance and Resilience 

Both components of the solution — InfoWatch Device Monitor and InfoWatch 
Traffic Monitor support clustering, thus increasing the scalability and 
resilience of the solution.  

The maximum capacity of the corporate network perimeter security module 
within a cluster set-up is 400 Mbit/s. The maximum capacity of a single 
cluster node is 200 Mbit/s. 

The performance of the workstation protection module is limited only by the 
capabilities of the hardware. If the number of users or their level of work 
intensity increases, it is sufficient to add additional servers with capacity 
proportionate to the increase in the volumes of data being handled. 

 

Integration 
In order to ensure that the 
deployment of the system into 
a developed architecture is as 
smooth as possible, InfoWatch 
Traffic Monitor Enterprise 
offers partner solutions with 
various software developers: 
 
Proxy servers with ICAP 
support 
Joint solutions with Aladdin 
eSafe, BlueCoat ProxySG, 
Squid, Cisco IronPort S-Series 
for intercept of HTTPS traffic.  
 
Document management 
systems 
Integration with Oracle IRM to 
'seal' confidential information. 
 
Workstation protection 
systems 
Integration with Device Lock 
and Lumension Device Control 
for clients who already use 
these solutions. 
 
Message exchange systems 
Integration with Microsoft Lync 
Server 2010 — a 
communications tool for 
exchanging messages, 
documents, and audio and 
video calls. 
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Industry Solutions 

The specific nature of an organization's business determines which information should be protected. For example, 
financial organizations are primarily interested in protecting payment information, for a design office the danger lies in 
losing design drawings, and oil and gas companies need to protect the coordinates of their deposits. In order to 
protect information effectively, the technology used to analyze information must take into account the nature of the 

organization's business. InfoWatch Traffic Monitor Enterprise offers different sets of rules for processing information 

in different industries. Specialized content filtering databases and hierarchical category directories used as the basis 
for linguistic analysis have been developed for the following industries: 

 Financial (banks, financial organizations) 

 Oil and gas 

 Telecoms 

 Insurance  

 Software development 

 

What does InfoWatch Traffic Monitor Enterprise offer business? 

 Full control over how corporate information is handled. 

 Prevention of financial or reputational losses associated with information leaks. 

 Confidence that valuable information is not 'leaking out'. 

 Compliance with the requirements of the law. 

 Management of risks associated with data leaks. 

 Monitoring of employee activity. 

 Information security training for employees, improved corporate culture. 

 

InfoWatch solutions are already used by more than 150 major companies in Russia, in a variety of industries 

including banks, major telecoms operators, and oil and gas companies: 
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Why Choosing InfoWatch Traffic Monitor Enterprise? 

Automatic classification of transmitted information. As soon as the solution has been installed, all 
transmitted information becomes subject to automatic classification. There is no requirement to create digital 
fingerprints or carry out other labor-intensive activities. Industry-specific content filtering databases allow 
accurate classification, taking into account the nature of the organization's business. 

Accurate detection of confidential data. The combined application of several content analysis techniques 
enables the effective use of the strengths of each one, and protects information throughout its entire lifecycle. 

Identification of employees who commit breaches. Any recorded event will be assigned to the sender and 
recipient of the data, regardless of the channel used to transmit the information. This is achieved thanks to the 
use of a single identification mechanism, synchronized with Microsoft Active Directory and automatically 
populated with contact information records. 

Centralized archive. The retention of all information in the archive means that it is possible to trace the path via 

which information is transmitted and cases of unauthorized use of corporate resources, and provide a reliable 

evidence base for incident investigations, and identification of confidential information leaks. 

Graphical reporting system. Provides a visual assessment of the organization's level of compliance with 

information security policies, and builds a graphical representation of content paths. 

Modular system, offering flexible integration with IT infrastructure. Various deployment options and partner 

solutions with other software developers mean that the solution can be flexibly integrated with the organization's 

existing infrastructure. The modular solution allows functionality to be gradually expanded without the need to 

reinstall the system. 

High performance and resilience. The solution is designed for large organizations with distributed structures 

and large volumes of traffic to be analyzed. It offers tools for clustering and load balancing.  

Monitoring essential data transmission channels. The combined solution for protecting both network 

perimeter and workstations enables you to monitor all essential data transmission channels without excessive 

additional load on the network nodes. 

Licensing InfoWatch Traffic Monitor Enterprise 

Centralized archiving 

 InfoWatch Traffic Monitor Forensic Storage 

 Linguistic Analysis with InfoWatch Traffic Monitor Forensic 
Storage 

 Fingerprints with InfoWatch Traffic Monitor Forensic Storage 

 Templates Analyser with InfoWatch Traffic Monitor Forensic 
Storage 

Network perimeter protection  

 InfoWatch Traffic Monitor for Web 

 InfoWatch Traffic Monitor for HTTPS 

 InfoWatch Traffic Monitor for Mail 

 InfoWatch Traffic Monitor for IM 

Workstation protection 
 InfoWatch Device Monitor 

 InfoWatch Device Lock Adapter 
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System Requirements 

 Hardware: Software: 

Network perimeter 
protection 

InfoWatch Traffic Monitor 

 Server: HP DL360 G7  
 CPU: Intel Xeon x86 3 GHz, 

2 CPU with 4 cores 
 RAM 8 GB 
 HD 300 GB SAS 10 K 

 Red Hat Enterprise Linux Server 
R6 х64 

 MSVSphere 6.4 Server 

Workstation protection 

InfoWatch Device Monitor 

 
Device Monitor Server 

 CPU: CPU: Intel Xeon x86 3 GHz 
RAM 4 GB 

 HD 300 GB  

 Windows Server 2003 Service 
Pack 2, Windows Server 2008 R2 

 Oracle, MS SQL Server, 
PostgreSQL, MS SQL Express 

 .NET Framework 3.0 

Device Monitor Client  CPU: Intel Pentium 4 2 GHz or 
higher 

 RAM 512 MB 

 Microsoft Windows 2000 
Professional SP 4 (limited support) 

 Windows XP SP3, Windows Vista, 
Windows 7, Windows 8 

Centralized archiving 

InfoWatch Traffic Monitor 
Forensic Storage 

 Server: HP DL360 G7 
 CPU: Intel Xeon x86 3 GHz, 

2 CPU with 4 cores 
 RAM 16 GB 
 RAID level 1 or higher (400 GB) 

 Oracle Standard Edition 11gR2 
(11.2.0.3.X) (included with 
package supplied, does not 
require additional licensing) 

Management console 

 CPU: Pentium 4, 3 GHz 
 RAM: 1 GB 

 Microsoft Windows XP SP3, 
Microsoft Windows 7 

 Microsoft Windows 8 

 

About InfoWatch 

InfoWatch Group comprises several organizations that develop integrated solutions in the fields of information 
security and corporate information security, based on inhouse linguistic analysis technology and business risk 
management tools — InfoWatch, Kribrum, EgoSecure, Appercut. 
 
InfoWatch's product portfolio includes solutions for major corporate clients: InfoWatch Traffic Monitor Enterprise, 
the company's flagship data leak protection product, CryptoStorage SDK encryption technology, InfoWatch 
Kribrum, a cloud service for monitoring opinions on the Internet, and InfoWatch Appercut Code Scanner, a 
service for automated analysis of business application code. The company also offers solutions for small and 
medium-sized enterprises: InfoWatch Traffic Monitor Standard (data leak protection) and InfoWatch EndPoint 
Security (workstation protection). 
 

A few facts about the company: 

 Founded by Kaspersky Lab in 2003. 
 A leader in the Russian DLP market, with more than 50% market share 
 Network of partners in Russia, the CIS and internationally. 
 Actively developing technology partnerships with other information security software developers. 

Advantages of InfoWatch technical support: 

 Dedicated team of developers working directly on technical support. 
 Knowledge base containing all essential documentation and instructions. 
 Client wishes are taken into account in establishing requirements for improved products. 
 There are a number of ways to contact us: dedicated telephone numbers, email, web forum on InfoWatch 

site. 


