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Introduction

Modern companies work in a highly competitive environment. To preserve their p—
market shares the companies have to successfully counteract against multiple
internal information security threats, including leakage of classified data. Public

3
disclosure of this information can negatively affect business performance and ' F}& ]

make companies less competitive.

Customer
RusHydro is Russia’s biggest hydro-generating company and the second
biggest in the world in terms of installed capacity.

Challenges

To resolve the issue of sensitive data loss and comply with the provisions of
the British Code (Turnbull Guide) and the American SOX law, RusHydro
needed a solution to efficiently protect the data against internal threats: control
all major data transmission channels, prevent information leaks, distortion or
destruction and enable forensic analysis. Deep expertise in complex
technological solution implementation in enterprise environment was required
from the solution vendor.

Solution

After careful study of market alternatives, RusHydro decided to choose
InfoWatch enterprise-grade corporate data protection solution — Infowatch
Traffic Monitor Enterprise.

Results

The project started in 2005. Infowatch supplied RusHydro with comprehensive
internal information control solution and risk management system, covering all
possible data transfer channels. The customer was able to meet the
requirements of British Code, SOX and ISO 17799. RusHydro became
InfoWatch strategic partner.

Customer reference

“We highly appreciate the quality of work accomplished by InfoWwatch. With
Infowatch solution we are able to mitigate information security risks and
conduct effective investigations of internal information security incidents.”

Harold Bandurin
IT Technologies Director
RusHydro
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